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This annual report summarises:
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FOR DECISION AND ASSURANCE 
----------------------------------------------------------------------------------------------------------------------------------

1. Introduction and Background

1.1 Public Sector Internal Audit Standards (PSIAS) require that the Head of Internal Audit must 
deliver an annual internal audit opinion and report that can be used by the organisation to 
inform its Annual Governance Statement. (AGS) This report must:

 Include an opinion on the overall adequacy and effectiveness of organisations control 
environment

 Present a summary of work that supports the opinion
 Provide a statement on conformance with the PSIAS and the results of the quality 

assurance and improvement programme (QAIP)

1.2 As such this paper and the attached enclosures provides the year end conclusions in 
relation to audit and counter fraud outcomes during 2016/17, including the patterns that 
emerge of strengths and areas for development.

1.3 There are four key determinants to our internal audit opinion, being :

The outcomes from 
internal audit & counter 
fraud work in the year

The outcomes from 
a governance 
‘health check’

Independent review of 
annual governance 
returns

Progress made by services 
with addressing issues 
raised by audits



1.4 This report considers each of these elements and the resultant over-arching opinion. It also 
provides a summary of strengths and areas for development to be considered by top level 
management and Members.

2. Outcomes from internal audit and counter fraud work 

2.1 The annual report from the internal audit and counter fraud unit is enclosed in Appendix D. 
Appendix A maps the outcomes from the 68 substantive internal audits that have been 
completed or are at final reporting stage.  This has involved audit reviews embracing over 
£1.16 billion of combined KCC turnover. In addition we have undertaken 14 establishment 
audits (some of which were unannounced visits). ‘Establishments’ are remote sites and this 
year we focused on children’s centres, adult day centres and libraries. 

2.2 Overall 38% (42% in 2015/16) of systems or functions we audited have been judged with 
‘substantial’ assurance or better, conversely 7% (19% in 2015/16) of systems have been 
given a ‘limited’ assurance.

2.3 The material reduction in the proportion of audits resulting in a ‘limited’ opinion is a positive 
trend and is, we believe, indicative of the organisation becoming better at learning lessons 
over the need to maintain effective controls.

2.4 There have been no incidences of material fraud, irregularities or corruption discovered or 
reported. In total 185 suspected financial irregularities were reported to us during the year 
and of these 151 have been concluded. The potential value of these irregularities at the time 
they were reported was £695,000. Of the cases closed, the total value of fraud was over 
£72,000 and a further £60,000 related to irregularities. Over the year £132,000 has been 
recovered and a further £192,000 has been prevented from being lost.

2.5 During the year the DCLG grant funded Kent Intelligence Network (KIN) was brought into use 
and initial data matching is now taking place with the 15 partner organisations. Despite the 
frustrations with the delays in establishing this initiative (in common with similar projects 
across England) initial results and recoveries are now being generated (for example, 
identified business rate fraud and error of over £100,000 is being projected). In parallel with 
this, improvements are being made to data quality and ensuring there is the capacity at 
District Council level to investigate positive matches.

2.6 Our proactive work on the County Council’s response to bribery and corruption has also 
resulted in controls being strengthened and the issue being properly profiled across 
management teams (see follow ups in section 5 of this report).

3. Governance ‘health check’

3.1 In 2015/16 we introduced a structured governance ‘health check’ model where audit 
outcomes are mapped against 11 key areas and build up into an over-arching opinion. For 
2016/17 we have continued to develop this approach. The 11 key areas are:

 Change, and realising our plans
 Performance 
 Underpinning IT and Data Quality
 Risk
 Policies and procedures and their application
 Legislative compliance
 Financial and non-financial resources



 Commissioning, Procurement and Contract Management
 Governance at Directorate levels
 Governance of partnerships
 Other underpinning quality assurance measures

3.3 A full report has been presented to the Head of Paid Service, Section 151 officer and the 
General Counsel. The summary outcomes from this work are shown in Appendix B. Overall 
we have concluded a ‘substantial’ opinion from this health check and comparisons to 
2015/16 show marginal improvements. In particular no ‘weak’ opinions have emerged 
(testing shows contract management controls have improved from previous years) but 
conversely there is a marginal increase in the number of categories deriving an ‘adequate’ 
assurance.

4. Annual Governance Statement and Returns

4.1 As in previous years we have also independently reviewed the annual governance returns 
supplied from Directorates and Departments across the Council to the General Counsel. 
These returns provide evidence of the standards of internal control and risk management 
within these departments and are critical to the Council’s declarations in the annual 
governance statement. Overall we found no material errors or issues from these self-
assessments.

4.2 Because the County Council has yet to formally adopt or follow the 2016 CIPFA/ SOLACE 
revised good governance code (instead following the previous 2007 code) in its over-arching 
declarations we have provided an ‘adequate’ assurance on this process, but note that there 
are positive steps being taken to adopt the revised code this year. It must be emphasised that 
this does not imply that the Council is not following the principles in the 2016 code, but that 
currently it does not demonstrate that it does so.

5. Follow Ups

5.1 Critical to good governance is the organisation’s ability to implement high and medium risk 
management actions to address audit issues once they have been agreed. This year we have 
given this issue priority and have adopted complimentary methodologies, being:

 Programmed follow up audits built into the 2016/17 plan, focusing on previous areas of 
concern or lower levels of assurance. .

 Comprehensive follow up returns and assessments from directorates (subject to audit 
test checks)

5.2 As part of the 2016/17 plan we targeted to undertake 11 in depth follow up audits. Of these it 
was possible to complete 10 with the following results:

Area Previous 
judgement

Revised judgement 
after follow up

Prospects for 
Improvement

ICT Disaster Recovery Limited Adequate Not rated

Leaving Care Limited Adequate Good

Procurement & Contract 
Management

Limited Adequate Good

TFM Contract Management Limited Limited Good

TFM Helpdesk Limited Limited Good



Bribery and Corruption Limited Adequate Good

Supervisions Limited Adequate Good

Debt Recovery Adequate Adequate Good

Public Health Governance Adequate Substantial Good

Better Care Fund Adequate Adequate Adequate

Sect 106 Developer 
Contributions

Follow up cancelled due to the new systems not being 
implemented. 

5.3 Six of the 10 audits completed evidenced an improvement in the opinion, with particular 
progress being made with contract management and anti-bribery and corruption. It is 
disappointing that the remainder had not improved sufficiently to warrant an improved 
opinion. 

5.4 In relation to our routine follow up exercises, we have received returns from all departments 
and Directorates and completed relevant test checking on a risk basis, which generally 
confirmed the accuracy of the self-assessments. Responses received from management are 
detailed in Appendix D App 2 and the current distribution for the implementation of agreed 
actions is shown below: 

Priority Due for 
implementation 

by June 2016

Implemented In progress Not 
Implemented

Superseded

High 31 14 14 2 0

Medium 75 45 29 1 1

Total (%) 106 59 (56%) 43 (40%) 3 (3%) 1 (1%)

5.5 This data and the subsequent checking of its accuracy confirms the trend of the past two 
years of low and reducing levels of ‘no progress’ on audit issues raised.

6. Overall Internal Audit Opinion

6.1 Combining together the outcomes from the four key areas detailed in 1.3 above we have 
concluded a Substantial assurance opinion in relation to corporate governance, risk 
management and internal control. 

6.2 From the totality of our work the following strengths and areas for development underlie 
these outcomes:

Strengths

 The 38% of services and functions that have been given a substantial opinion or 
better 

 A continuing pattern of general robustness of key financial and non financial systems 
– over 60% of audits in this area received a substantial assurance rating or better 

 Substantial assurance over Corporate and underlying Directorate risk management 
systems and cultures

 Positive assurance over governance in the GET Directorate



 Positive assurance over cyber security measures 
 Positive outcomes over support systems to schools 
 Continuing improvements in the performance of implementing agreed actions 

following issues emerging from audits 
 Over 80% of the services or functions we examined were judged to have good 

prospects for future improvement (although this should be tempered by findings from 
our detailed follow ups where only 60% of services sampled had actually improved 
their services sufficiently in the intervening 12 months to achieve a higher assurance 
level)

Areas for development:

 The 7% of services or functions that have been given a limited opinion 
 Selected examples of shortfalls in the way the Council monitors and manages the 

contracts that it awards – during the year the TFM and Contact Point (Agilisys) 
contracts were particular examples that illustrates this issue 

 A noticeable dip in assurance levels provided to underpinning IT systems 
 The need to ensure lessons are learnt from the shortfalls in the 0-25 change 

programme and that such transformational change is sustainable
 Consistent application of policies and procedures across the Council 
 The continuing need for consistent and robust devolved financial and non-financial 

controls in selected establishments – a number of those we sampled in libraries and 
children’s centres were found to be deficient

6.3 The majority of the areas for development have already been reported to G&A Committee 
during the year.

6.5 The formal wording for the relevant declaration into the Annual Governance Statement is 
shown in Appendix C.

7. Our quality standards and accreditation 

7.1 In relation to the competencies of internal audit and counter fraud underpinning this opinion, 
in March 2015 the unit was independently quality assessed against PSIAS by the Institute of 
Internal Auditors (IIA) and volunteered for a follow up review in June 2016. 

7.2 The outcomes from these assessments are that we have been judged as fully compliant to all 
of the 56 international standards and been awarded the highest level of grading by the IIA.

8.  Revisions to Anti Money Laundering & Bribery Act Policies

8.1 As part of our protocols we undertake annual reviews of the Council’s Anti Money Laundering 
and Bribery Act policies.

8.2 The minor revisions are shown in Appendix E, amendments are highlighted in grey:

 Bribery Policy – Updated to refer to the Public Contracts Regulations 2015 (para. 3.1)
 Anti-Money Laundering Policy – Updated to cross refer to the Bribery Policy (para. 

12-12.1)



9. Recommendations

9.1 Members are asked to 

(a) note the internal audit and counter fraud outcomes derived from the 2016/17 work and 
the resultant ‘Substantial’ internal audit opinion to the Annual Governance Statement 
relating to the County Council’s governance, risk management and internal control 
arrangements.

(b) approve the proposed amendments to the Council’s Anti Money Laundering & Bribery Act 
policies 

Appendices

Appendix A Distribution of internal audit judgements 2016/17 
Appendix B Overall diagrammatic results from the 2016/17 Governance Health check
Appendix C Annual Governance Statement 2016/17 – Internal Audit Opinion 
Appendix D Internal Audit and Counter Fraud Annual Report 
Appendix E Revisions to Anti Money Laundering & Bribery Act policies

Robert Patterson, Head of Internal Audit

03000 416554, Robert.Patterson@kent.gov.uk
July 2017

mailto:Robert.Patterson@kent.gov.uk


Appendix A – Distribution of internal audit judgements 2016/17  
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Appendix B – Overall diagrammatic results from the 2016/17 Governance Health check



Appendix C  

Annual Governance Statement 2016/17

Judgement and wording from Internal Audit and Counter Fraud Unit

Internal Audit has concluded, overall, based on the scope and findings of work that it has 
performed and taking into account the individual strengths and areas for development 
identified, that substantial assurance can be given in relation to the County Council’s 
corporate governance, risk management and internal control arrangements. 

In relation to internal controls, Internal Audit has concluded an overall substantial assurance 
over the control environment within the Council and its Directorate functions. This reflects a 
pattern of generally robust core support systems, with a number of exemplar areas identified. 
No incidences of material external or internal fraud or corruption have been detected or 
reported. Overall there has been an improvement in internal audit assurance levels 
compared to the previous year. Areas for further improvement have also been highlighted; 
more particularly the need to improve the monitoring of certain contracts; ensuring lessons 
are learnt from selected change programmes; that policies and procedures are consistently 
applied and enforced across the Council including its remote establishments. The Council 
has been receptive to addressing issues raised by Internal Audit and has achieved a good 
performance level in implementing agreed actions. This has been independently confirmed 
from the results of formal follow up work undertaken by the unit.
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Appendix D

Kent County Council

Internal Audit and Counter Fraud Annual Report

July 2017
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1 Introduction and Purpose

1.1. This annual report details cumulative internal audit and counter fraud outcomes for 2016/17. As well as providing the 
substantive evidence underlying our opinion to the Annual Governance Statement it also highlights key issues, patterns, 
strengths and areas for development in respect of internal control, risk management and governance arising from our 
work.

1.2. This report also details the remaining substantive audit and counter fraud work since our last progress report to the G&A 
Committee in April 2017. Appendix 1 provides the detail underlying these audits. Appendix 2 demonstrates how the audit 
and counter fraud plan for 2016/17 has been duly completed. Appendix 4 provides the definitions underlying our 
opinions. 

1.3. Over 2016/17 we completed 68 substantive audits together with a further 14 establishment visits. In relation to counter 
fraud we have completed 151 investigations with a further 34 still on-going and carried forward into 2017/18. The 
majority of this coverage was resourced and driven from the internal audit and counter fraud plan (previously reviewed 
by this Committee) selected on the basis of providing an independent and objective opinion on the adequacy of the 
Council’s control environment. Overall we have examined over an estimated £1.16 billion of KCC turnover. 

1.4. In this annual report we highlight the key messages and outcomes arising from our work together with the associated 
assurance levels. In section 3 we align these audit outcomes against key corporate risks or significant systems. 

1.5. In deriving a structured opinion we have also taken the results from our audit work and aligned them against 11 areas in 
the ‘Governance Health Check’. The overall results from this analysis are shown in the covering paper to this annual 
report. 

1.6. During 2016/17 internal audit has also remained involved in monitoring the works in progress of selected significant 
change programmes and projects so as to provide timely pre-event challenge as they have progressed. We are also the 
appointed internal auditor for current and newly established arms lengths trading bodies (Commercial Services, GEN2 
and Invicta Law), providing independent assurance to their relevant Boards and management teams.
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2 Overview

Internal Audit
1.7. The covering paper to this Annual Report provides a graphical distribution of the assurance levels from the totality of the 

substantive internal audits undertaken during 2016/17. To reprise our covering report, for the work and outcomes 
derived from this coverage, together with outcomes from the governance ‘health check’ , reviews of the Annual 
Governance Statement (AGS) returns and follow up work results in the following summary strengths and areas for 
development.

1.8. Strengths 

 38% of services and functions t have been judged with a substantial opinion or better 
 A continuing pattern of general robustness of key financial and non financial systems – over 60% of audits in 

this area received a substantial assurance rating or better 
 Substantial assurance over Corporate and underlying Directorate risk management systems and cultures
 Positive assurance over governance in the GET Directorate
 Positive assurance over cyber security measures 
 Positive outcomes over support systems to schools 
 Continuing improvements in the performance of implementing agreed actions following issues emerging from 

audits  
 Over 80% of services or functions we examined were judged to have good prospects for future improvement

1.9. Areas for further development relate to:

 The 7% of services or functions that have been given a limited opinion 
 Selected examples of shortfalls in the way the Council monitors and manages the contracts that it awards – 

during the year the TFM and Contact Point (Agilisys) contracts were particular examples that illustrates this 
issue 

 A noticeable dip in assurance levels provided to underpinning IT systems 
 The need to ensure lessons are learnt from the shortfalls in the 0-25 change programme and that such 

transformational change is sustainable
 Consistent application of policies and procedures across the Council 
 The continuing need for consistent and robust devolved financial and non-financial controls in selected 

establishments – a number of those we sampled in libraries and children’s centres were found to be deficient
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Overall Assurance and Opinion 

1.10. The breadth of our coverage and outcomes from our work for the year has provided sufficient evidence to support a 
Substantial opinion on the overall adequacy and effectiveness of the Council’s system of internal control, which relates 
to:

 Corporate Governance
 Risk Management
 Internal Control

1.11. There have been no limitations to the scope of our work, but it should be noted that the assurance expressed can 
never be absolute and as such internal audit provides “reasonable assurance” based on the work performed. 

1.12. The formal declaration that will be incorporated into the Annual Governance Statement is shown in Appendix C of the 
covering paper.

1.13. Management have developed appropriate action plans in response to all the high priority issues raised from our 
recent audit and counter fraud work.
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3 Alignment of audit outcomes to key risks

Managing and embedding sustainable change 

3.1. During the year we have reviewed the following areas that have a common theme connected to the management of 
change, delivering planned savings and service improvements:

Assurance Level Prospects for 
Improvement Issues Raised

Transformation – 
Adults Phase 2 Adequate Good High:      0

Medium: 3 Accepted

LED Street lighting Substantial Good High:      0
Medium: 3 Accepted

Transformation 0-25 Limited Good High:      3 Accepted
Schools Improvement 
Team Substantial Good Medium: 3 Accepted

Adoption N/A N/A N/A Consultancy review

3.2. During the last quarter of the year we completed our audit of the Phase 2 Adults Transformation programme, which has 
an aim of saving £13.2 million on services to older and vulnerable adults with learning, physical and mental health 
disabilities. The overall governance of the project was good with robust project management; effective monitoring and 
ultimately a ‘lessons learnt’ review being commissioned. The costs of the change programme were not accurately 
forecast as the in house costs were not captured throughout the project and given the length of time for profiled 
estimated savings there is a risk over these being fully realised. At the current time contractor / consultant costs still 
outweigh the generated savings.

3.3. The £40 million LED street lighting replacement system is clearly a significant transformation capital investment for the 
Council that is planned to bring material benefits. We found the contract was well managed and controlled. Particularly 
positive assurance was found around the contract procurement, award and subsequent management and payment. 
Shortfalls in the early stages of the conversion plan were quickly detected by the Council and a recovery plan was 
implemented by the contractor.
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Identification, planning and delivery of financial savings 

3.4. During this period we have not completed any new work in relation to this risk, but as a reminder previous judgements 
were: 

Assurance level Prospects for 
Improvement Issues Raised

Property – Disposal of 
Assets Adequate Adequate Medium: 3 Accepted

Medium Term Financial 
Planning (MTFP) Substantial Adequate Medium: 2 Accepted

Business Planning Adequate Good Medium: 3 Accepted

Public Rights of Way 
(PROW) Adequate Adequate High:      2

Medium: 0 Accepted

Data and Information management

3.5. Assurance over the integrity and reliability of the Council’s information systems has been provided by audits of :

Assurance level Prospects for 
Improvement Issues Raised

IT Network and Cyber 
Security Substantial Good High:      0

Medium: 1 Accepted

PCI / DSS Adequate Adequate High:      0
Medium: 1

Significant 
progress, but 

previous issues 
not yet fully 
completed.

Information 
Governance
(toolkit compliance)

Adequate Good High:      1
Medium: 0 Accepted
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IT Hardware Asset 
Management Substantial Good High:      0

Medium: 2 Accepted

Swift/AIS Adequate Good High:      1
Medium: 2 Accepted

Spydus Application Adequate Good Medium: 2 Accepted

ICT Software Licence 
Management Adequate Good High:      0

Medium: 4 Accepted

ICT Disaster Recovery 
follow up Adequate N/A

Of the six issues raised, one is fully 
implemented, one is ‘risk accepted’ 
whist the reminder are in progress.

ICT SWIFT Adequate Adequate High:      1
Medium: 2 Accepted

Data Protection Adequate Adequate High:      0
Medium: 1 Accepted

FOI requests High Good High:      0
Medium: 0 N/A

3.6. The most substantive element of IT audit work this year relates the network and cyber security and an independent 
evaluation of how the County Council is geared up to defend itself against these threats. Overall we found that such 
security is robust and well designed with appropriate action being taken to identify and address such threats. It is 
evident that the Council is ‘acting reasonably’ with the defences and controls it currently has in place.

3.7. The other IT audit completed related to adherence to Payment Card Industry – Data Security Standards (PCI – DSS) 
which is a standard relevant to all organisations that offer debit and credit card payment facilities to the public. This was 
given a ‘limited’ opinion in the previous year but has improved controls to the extent that an ‘adequate’ revised opinion 
is now justified.

3.8. It will be noted that for 2016/17 the majority of IT related audits have received an ‘adequate’ opinion, compared to the 
previous year when the majority of opinions were ‘substantial’. 
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Safeguarding – protecting vulnerable children and adults 
3.9. During this quarter we did not undertake any further safeguarding related work. As a reminder our previous reviews for 

2016/17 have produced the following outcomes:

Assurance level Prospects for 
Improvement Issues Raised

Supervisions (follow up) Adequate Good High:      3
Medium: 1 Accepted

Safeguarding – EYPS Adequate Adequate High:      1
Medium: 5 Accepted

Leaving Care (follow up) Adequate Good High:      2
Medium: 5 Accepted

Access to resources to aid economic growth and enabling infrastructure  

3.10. Our sole work this year relating to this risk concerned a review of the assessment and monitoring controls in place for 
the £ 7.9 million of equity investments (including the Discovery Park) and that they were in line with best practice and 
the requirements of the Department of Business Energy and Industrial Strategy:

Assurance Level Prospects for 
Improvement Issues Raised

Regional Growth Fund – 
Equity Investments Adequate Good High:      0

Medium: 3 All accepted

3.11. We determined there are robust due diligence controls in place and appropriate specialist independent advice is utilised. 
There is appropriate monitoring and reporting to appropriate bodies. However there is less clarity over how companies 
are progressing towards ‘commercialisation’ or what would trigger an equity release. Of the 13 companies KCC has 
invested in, two have posted modest profits, one break even and 10 have accumulated losses, but to date no company 
has gone into administration.
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Implications of increased numbers of unaccompanied asylum seeker children  

3.12. We have not undertaken any further work in this area, but as a reminder the judgment from the dedicated audit in the 
first quarter of 2016/17 was: 

Assurance Level Prospects for 
Improvement Issues Raised

UASC Adequate Good High:      1
Medium: 1 Accepted

Health and Social Care Integration 

3.13. We did not undertake any dedicated work during this quarter, but previous work this year has involved:  

Assurance Level Prospects for 
Improvement Issues Raised

Autism Adequate Good High:       0
Medium:  2 Accepted

 Demand – adult social care and early help / specialist children’s services

3.14. We have undertaken two pieces of work during this quarter:

Assurance Level Prospects for 
Improvement Issues Raised

Better Care Funding 
(follow up) Adequate Adequate High:     1

Medium:2
TBC – responses 

awaited
Central Purchase / 
Placement Team Adequate Good High:     1

Medium:3 Accepted
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Community Learning and 
Skills (CLS) 

Substantial
Good Medium: 2 Accepted

ICES & Telecare Substantial Good Medium: 3 Accepted

Carers Assessments Adequate Adequate High:     1
Medium:2 Accepted

Managing ‘Step Up’ to 
Specialist Children’s 
Services and ‘Step Down’ 
to Early Help 

Substantial Good High:       0
Medium:  4 Accepted

3.15. Our follow up audit of a sample of Better Care Funding projects found only minimal improvements from the previous 
year. Although savings targets had been achieved this was not attributable to BCF integration. The systems of using 
‘scheme summaries’ to monitor progress are incomplete, outcomes are not clearly linked to hospital activity targets, 
budgets are still not effectively pooled and a risk register for the project has yet to be set up.

3.16. During the last quarter we reviewed the performance of the new County Placement Team to provide assurance on the 
robustness of the process underlining placements to residential homes. In general we found that there was adequate 
adherence to stipulated business processes with appropriate underlying evidence and documentation. No incidents were 
found where client choice was not met. There was a clear effort by CPT officers to source accommodation matching 
needs at the guide price, although our testing of top ups found one in four was incorrectly charged. We found incidents 
where personal information was being e-mailed insecurely and this was immediately rectified during the audit. 

Financial and operating environments – critical systems and functions
3.17. As would be expected from an internal audit function, a considerable proportion of our work is centred on reviews of 

core critical financial and non-financial systems: 
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Assurance level Prospects for 
Improvement Issues Raised

Accounts Receivable Adequate Adequate High:      2
Medium: 3 Accepted

Corporate Purchase 
Cards Substantial Good High:      0

Medium: 2 Accepted

Staff Survey Actions Adequate Good High:      1
Medium: 0 Accepted

Anti Bribery and 
Corruption Controls 
(Follow UP)

Adequate Good High:      0
Medium: 1 Accepted

Accounts Payable and 
iProcurement Substantial Good Medium: 1 Accepted

Education Capital Plan High Good No issues N/A

Debt Recovery 
(follow up) Adequate Good Medium: 2 Accepted

Workforce Planning Substantial Good Medium: 2 Accepted

Schools Personal Service Substantial Good Medium: 1 Accepted

General Ledger Substantial Good Medium: 3 Accepted

VAT Substantial Very Good Medium:2 Accepted

Insurance Fraud Adequate Good Medium:3 Accepted
Anti Bribery and 
Corruption Controls Limited Good High:      1

Medium: 0 Accepted

Schools and 3rd party 
payrolls Substantial Good High:      0

Medium: 1 Accepted

TCP process Substantial Good High:        0
Medium:   6 Accepted
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3.18. In general our work on critical financial and operational systems continues a generally positive trend.

3.19. Our testing of accounts receivable found that controls were sound allowing for invoices to be processed properly and 
accurately. However at the time of the audit daily bank reconciliations completed by the business service centre were 
not up to date and the suspense account was not routinely cleared.

3.20. The audit of corporate purchase cards determined that controls were good and our sample determined all transactions 
were valid, supported by appropriate records and approved in a timely manner. Minor issues were found around related 
VAT records and authorisation checking.

3.21. Each year the Council undertakes a staff survey involving a selected number of services and teams. The survey 
principally focuses on employee motivation and engagement. We found that the survey results were effectively fed back 
and given appropriate levels of management attention. However of the six departments that took part in the survey only 
3 drew up resultant action plans and of these only one did a formal follow up on progress. 

3.22. Our follow up of anti-bribery and corruption controls determined that progress had been made in addressing the 
shortfalls that we had highlighted earlier in the year. Following the issue being given a high profile by top level 
management, each Directorate has now undertaken a relevant risk assessment which has shaped the actions in those 
areas determined as higher risk. Actions have included more focused e- learning and strengthening of relevant 
documentation with contractors. Our testing showed inconsistencies in the application of these initiatives across the 
Council and a small number of errors in declaring gifts and hospitality by both officers and Members.

Evolution of a strategic commissioning approach 

3.23. During the final quarter of the year we have looked at the Council’s progress at becoming a strategic commissioning 
authority and also at the controls around tender specifications. Our conclusions were:  

Assurance Level Prospects for 
Improvement Issues Raised

Strategic Commissioning Adequate Good High:      0
Medium: 5

TBC – responses 
awaited 

Tender Specifications Substantial Good High:      0
Medium: 4 Accepted
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Contract Management & 
Procurement (follow up) Adequate Good High:      1

Medium: 1 Accepted

3.24. Our work on tender specifications followed a positive trend on outcomes relating to elements of contract management. 
From the sample of specifications we found that they were outcome focused that were correctly aligned to the objectives 
of the service being procured and with clearly stated data requirements with appropriate KPI’s being set. Exit 
arrangements were clearly stipulated. 

Civil Contingencies and General Resilience 

3.25. During this quarter we provided assurance over the following areas:

Assurance Level Prospects for 
Improvement Issues Raised

Business Continuity Adequate Very good High:      0
Medium: 6 Accepted

Kent Community Safety 
Partnership Adequate Very Good High:      1

Medium: 2 Accepted

Kent Resilience Team Adequate Good Medium: 3 Accepted

3.26. Overall the Council’s business continuity arrangements are compliant with the Civil Emergencies Act 2004 and largely 
compliant with the relevant quality accreditation (ISO 22301), the exception being a formalised quality assurance 
process. We reviewed a number of continuity plans across the Council and which were of the correct specification and 
management oversight. Unfortunately the corporate Business Continuity Plan was not tested or reviewed during 
2016/17. At the time of our audit the function was being re-structured so as to provide a more integrated service.
 

3.27. In relation to community safety, Kent adopts a multi-agency approach, integrating with Kent Police, Fire and Rescue. 
This approach has delivered targeted efficiency savings. We found that governance arrangements were adequate 
although a number of areas need finalising including the arrangements surrounding the pooled project fund. Monitoring 
arrangements are in place to review progress with the new team, although they are not sufficiently outcome focused.
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4  Other Audit Work – including governance functions and controls 

4.1 During the last quarter we have undertaken work in a miscellany of areas including our annual reviews of selected 
elements of corporate risk and performance management:

Assurance level Prospects for 
Improvement Issues Raised

Annual Governance 
Statement and Returns Adequate Good Medium: 2 Accepted

Risk Management Substantial Good Medium: 1 Accepted

Performance 
Management and 
corporate KPI’s

Substantial Good None N/A

Public Health Governance 
Follow Up Substantial Good High:      0

Medium: 1
TBC – responses 

awaited
Schools Financial 
Services Substantial Adequate None N/A

Schools Themed Review
(Financial Planning and 
Governance) 

Substantial Good High:      0
Medium: 2 Accepted

Elective Home Education Adequate Adequate High:      2
Medium: 5 Accepted

Regional Growth Fund – 
Equity Investments Adequate Good High:      0

Medium: 3 Accepted

Governance Review :
GET Substantial Adequate Medium: 5 Accepted

NDORS / Speed 
Awareness Adequate Good High:      2

Medium: 3 Accepted

TFM Helpdesk (re-visit) Limited Good High:      4
Medium: 1 Accepted
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TFM Contract 
Management (follow up) Limited Good Medium: 5 Accepted

NEET Strategy Substantial Adequate Medium: 1 Accepted

Contact Point Adequate Good High:      4
Medium: 1 Accepted

TFM Help Desk 
(follow up) Limited Uncertain High:      4

Medium: 1 Not fully addressed

Road Safety & Crash 
Remedial Measures Limited Good High:      3

Medium: 3 Accepted

Camera Safety 
Partnership NA NA High:      1 Accepted

Enablement Expenses NA NA High:      1
Medium: 2 Accepted

Carbon Reduction 
Commitment N/A N/A Judged as “compliant”

4.2 In our annual review of risk management we concentrated on reviewing on the effectiveness of declared controls to 
mitigate declared corporate risks. We found that for all risks sampled there were effective controls in place with 
reasonable levels of review and monitoring. There were a small number of risks sampled where the suite of controls 
contained a number that were out of date or were not undertaking the role designed for them. 

4.3 Our annual review of performance management arrangements determined good outcomes. From the sample of KPI’s 
taken we found that they aligned to corporate objectives, are subject to robust quality standards in their construction 
and reported on in a timely manner. 

4.4 As part of our follow up programme we re-examined the progress being made by Public Health in response to our 
governance review undertaken in 2015. A number of key actions have been implemented but others such as re-
structuring have taken longer than anticipated to complete. Improvements have been made in quality and safeguarding 
issues across work that is commissioned.

4.5 Our two audits relating to controls within schools and services to schools were positive. For 2016/17 we reviewed 
financial planning and associated governance in a sample of schools. Overall financial planning was good – schools had 
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robust 3 year plans that were properly quality assured and owned and recognised by the governing body. Improvements 
in trend analysis and better managing risks of longer term capital investment could be made as well as more 
transparency with some governing bodies on future required actions. The review of the Schools Financial Services – 
Returns and Compliance Team found a number of areas of good practice and has recently been improved with an 
enhanced follow up process. The team covers 100 school visits per annum. 

4.6 Elective home education received an ‘adequate’ assurance as our testing showed that although there was good practice 
guidance and monitoring was supported by robust management information systems there was nevertheless backlogs in 
performing statutory and non-statutory reviews, practice did not always align with stated policies and there were gaps 
in record keeping.

Establishment Visits
4.7 During the last quarter of 2016/17 we concluded audits of 3 adults day centres as part of a themed review, with an 

overall assurance level of :

Assurance level Prospects for 
Improvement Issues Raised

Adults Day Centres Adequate Good Medium: 2 Agreed

4.8 All three audits were unannounced with assurance levels of: 

Establishment Assurance Level

Crawford Day Care Services Adequate

Dartford & Swanley Community Day Services Adequate

Walmer Day Care Services Adequate

4.9 In general financial and non-financial controls were operating effectively across all 3 centres although there was a lack 
of consistency in the application of such controls and procedures as well as a number of material gaps in record keeping.
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4.10 As a reminder in previous quarters we reviewed (and reported) a sample of Libraries  and Children’s Centres with the 
following outcomes:
Libraries

Assurance level Prospects for 
Improvement Issues Raised

Libraries – themed 
summary Limited Very Good Medium: 1

Central issue raised 
over consistency of 
approaches and 
procedures - Accepted 

Establishment Assurance level
Tonbridge Library Limited

Dartford Library Limited

Gravesend Library Limited

Library Library Adequate

Tunbridge Wells  Library Adequate

Children’s Centres

Assurance level Prospects for 
Improvement Issues Raised

Children’s Centres – 
themed summary Adequate Adequate Medium: 1

Central issue raised 
over knowledge of key 
processes across all 
centres - Accepted 
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Establishment Assurance level
Joy Lane (Canterbury) Children’s Centre Adequate

Six Bells (Thanet) Children’s Centre Adequate

Milton Court (Swale) Children’s Centre Limited

Willows (Ashford) Children’s Centre Adequate

Buttercups (Dover) Children’s Centre Limited

Caterpillars (Shepway) Children’s Centre Adequate

4.2 The weakening of controls in remote sites and centres has been a common theme over the past few years and the 
pattern for 2016/17 is no different. It is particularly important that the examples of non-financial control lapses such as 
security of access to some children’s centres and fire drill practice in libraries are addressed on a systemic basis as well 
as on individual occurrences.

Other Activity and Matters

4.3 During the year we have also undertaken the following:

 Advice on governance controls towards the setting up of future LATCo’s
 Grant verification and certification work including Troubled Families
 Appointed internal auditor of Kent Commercial Services, GEN 2 and Invicta Law
 Management of the audit and fraud service at Tonbridge and Malling Borough Council as part of a shared service 

partnership 
 Appointed auditor to 12 Parish Councils
 Internal auditor of Kent and Medway Fire and Rescue Service 
 Internal auditor of Kent and Essex Inshore Fisheries and Conservation Authority

4.4 When we presented the 2017/18 audit plan to this Committee in April we could not supply an IT audit plan as our new IT 
audit contractor, Messrs BDO, had only just commenced work.  One of the first tasks was to undertake an IT risk 
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assessment and associated consultation with stakeholders. The outcomes from this work are the IT audit plan detailed 
in Appendix 3 against which work is making satisfactory progress.

5 Counter Fraud and Corruption Fraud and Irregularities

5.1 We have recorded 185 irregularities in 2016/17 of which 34 remain under investigation and 151 have been closed. 
There has been a 54% increase in referrals between 2015/16 and 2016/17.  

5.2 At the point an irregularity is referred to Internal Audit we estimated the potential value.  Based on the information 
available at the time we estimated the total value of all the irregularities reported to us as £695,000.  Of the 151 
irregularities closed we believe that ‘on the balance of probabilities’ fraud was committed on 93 occasions with a total 
value of £72,227.  The value of the remaining 58 irregularities totals £60,611.  Of the £132,838 lost in total to fraud or 
error, £130,458 will be recovered.  We prevented a further £192,000 from being lost. 

5.3 From the 185 irregularities reported, 129 have been from the Social Care directorate. The most common type of referral 
reported to the counter fraud team is Blue Badge misuse and fraud. This is due to the ongoing work with the Districts to 
reduce the misuse of the scheme (see CF2). This can be seen in CF4 where there has been a significant increase in 
outside agencies reporting irregularities.

5.4  The second highest irregularity reported is categorised as “Social Care” this category includes, but is not limited to, 
allegations related to false applications for financial support, payroll and contract fraud, misuse of direct payments, 
deliberate deprivation of capital to minimise care costs and misuse of purchase cards. 

5.5 The number of Social Care referrals has increased as a result of the increasing awareness of Direct Payment misuse and 
support we are providing to Specialist Children’s Services to enhance the verification of applications for financial support 
from families whose immigration status leaves them with no recourse to public funds.

5.6 Over the course of 2016/17 the Council has seen an increase in fraud being committed against schools involving false 
invoices and scam “phishing” emails requesting urgent payments. In response, we have issued various alerts reminding 
schools to remain vigilant and to report any concerns to the council. 

5.7 Since the start of the current financial year the counter fraud team has recorded 40 irregularities. If this level of 
reporting continues we are likely to record in excess of 200 irregularities this year. 
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CF1 - Number of irregularities reported by month

CF2 – Irregularities by type
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CF3 - Irregularities reported by Division 

CF4- Source of Irregularities 
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Kent Intelligence Network (KIN)

5.8 The progression of the Kent Intelligence Network is detailed in the covering report. During the year governance 
structures and protocols were established, data matching commenced and the first substantive benefits are being 
delivered with our partners.

Annual review of Anti Money Laundering and Bribery Act Policies 

5.9 As part of our protocols we undertake annual reviews of the Council’s Anti Money Laundering and Bribery Act policies. 
The minor revisions are shown in Appendix E, amendments are highlighted in grey:

 Bribery Act Procedure – Updated to refer to the Public Contracts Regulations 2015 (para. 3.1)

 Anti-Money Laundering Policy – Updated to cross refer to the Bribery Policy (para. 12 - 12.1)

6 Follow Ups

6.1 The integrated follow up work has been described in the covering report included in depth reviews and six monthly 
overviews using a self assessment methodology involving departments.

6.2 From the monitoring of implementing agreed actions the results are extremely positive, with the most recent data 
showing only 3% of agreed actions with audit have failed to show any material progress. Conversely in relation to 
sustained improvements our in depth follow up work in 10 selected functions and services during 2016/17 showed that 
only 6 had progressed to receive a higher assurance rating.
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7 Internal Audit and Counter Fraud Performance

7.1 Performance against our targets to the end of March 2017 are shown below:

Performance Indicator Target to end 
March 2017

Actual

Outputs 
100% of Priority 1 audits completed 100% 98%
50% of Priority 2 audits completed 50% 51%
Time from start of fieldwork to draft report to be no 
more than 40 days 

100% 49%

No of fraudulent incidents / irregularities recorded N/A 185

Outcomes
% of high priority / risk issues agreed N/A 100%
% of high priority / risk issues (fully) implemented N/A N/A
% of all other issues agreed N/A 95.2%
Client satisfaction 90% 97.8%
Value for money savings identified to date N/A £350,000

Counter Fraud Transparency Measures

7.2 The Council is required to publish the following figures in accordance with the Transparency Code for Local Government. 
The code requires specific definitions of fraud and irregularity to be applied and therefore the figures differ to the figures 
reported earlier in the report. Explanatory notes are included (see below). 
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Counter fraud transparency measures 2016/17

Total number of employees undertaking fraud
investigations 4

Total number of professionally accredited
counter fraud specialists 4

Amount spent on investigation and
prosecution of fraud (Note 1) £176,514

No of fraud cases investigated (Note 2 and 3) 127
No of irregularity cases investigated 58
Total No of occasions on which 
(a) fraud and (b) irregularity was identified

(a) 93 
(b) 58

Total monetary value of (a) and (b) detected (Note 4) (a) £72,22
(b) £60,611

Total monetary value of (a) and (b) recovered (Note 5) (a)£69,876 
(b)£60,582

.
Note 1- Based on midpoint basic salaries plus on costs for KR7, KR9, KR11 and KR12; reported as whole GBP.

Note 2- The definition of fraud is as set out by the Audit Commission in Protecting the Public Purse: an intentional false 
representation, including failure to declare information or abuse of position that is carried out to make gain, cause loss, or 
expose another to the risk of loss. We include cases where management authorised action has been taken, including, but 
not limited to, disciplinary action, civil action or criminal prosecution.

Note 3- 34 cases still remain open.

Note 4 - The values includes the value of attempted fraud where the loss was prevented and therefore no actual loss was 
incurred, the monetary value that has been detected is still ongoing.

Note 5 - Recovery remains ongoing in some cases.
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8 Conformance with Public Sector Internal Audit Standards (PSIAS)

8.1 As detailed in the covering paper, the unit has been independently assessed by the Institute of Internal Auditors (IIA) as 
compliant to all 56 standards and has been awarded their highest grading. 

8.2 Backing up these independent assessments have been the periodic ‘business as usual’ quality assurance checks and 
improvement programmes that the unit undertakes throughout the year.

9 Conclusion

9.1 In delivering our independent year end Substantial opinion on the Council’s corporate governance, risk management 
and internal control arrangements we believe the scope, depth and quality of our work provides the appropriate and 
reliable levels of assurance for the Council and that we continue to offer an effective internal audit and counter fraud 
service providing added value during a time of considerable challenge and change.
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Appendix 1 – Summary of individual 2016/17 Internal Audits issued January – March 2017

Transformation and Change – Delivery of Savings and Other Outcomes (Adult Social Care – Phase 2)

Opinion Adequate

Prospects for Improvement Good

Our overall opinion is that we can provide Adequate assurance that 
the Adult Portfolio had good project management and governance 
arrangements and to date is delivering planned savings.  However the 
cost of implementing this change is significant and currently exceeds 
savings, so these costs represent a high risk against the profile of 
planned savings in the longer term.
Our assurance rating of Adequate is based upon the following 
strengths and areas for development. 

Key Strengths
 Governance and accountabilities are strong.
 Clear Terms of Reference are in place for the Finance and 

Performance Monitoring Group (FPMG).
 Regular monitoring and reporting occurs to FPMG and Portfolio 

Board with membership at a suitably senior level.  
 Robust monitoring arrangements within the Portfolio Management 

Office (PMO) enables projects at risk of not delivering to be 
supported in ‘hospital mode’.  

 Dashboards have been developed alongside the savings matrixes 
to identify any localities where performance is not on track.  

 Savings identified are being tracked and reported. 
 The MTFP has been updated to reflect the revised forecasted 

savings (which have been revised down) 

Areas for Development
 The level of cost of change is high and there remains a risk to 

return on investment if planned savings are not sustained.  
 In relation to cost of change accurate KCC costs have not been 

fully captured to inform an accurate rate of return.
 Terms of Reference for the Portfolio Board have not been 

reviewed since 2012 - terminology and membership is outdated.
 Relevant risk registers of previous projects have not been 

centralised to aid and support future projects.

Prospects for Improvement
 There has been a good level of engagement and oversight by 

Social Care directors.
 An effective Portfolio Management Office is in place to support 

and challenge projects.
 Sustainability plans and dashboards have been developed and 

are now being reported to relevant the DivMTs.
 Where savings are not on track (eg the ‘Your Life Your Home’ 

project) further work is being undertaken to understand the 
reasons why, with reporting of this going to Divisional 
Management Team.

 Lessons learnt review has been carried out. 

Summary of management responses
Issues 
raised

Management 
Action Plan 
developed

Risk accepted 
and no action 

proposed
High Risk 0 0 0

Medium Risk 3 3 0

Low Risk 1 1 0
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LED Street Lighting

Opinion Substantial

Prospects for Improvement Good

The pre-contract, procurement and award processes for the Street 
Lighting Term Services Contract were examined in detail and 
confirmed that all the necessary processes and procedures were 
carried out in line with KCC and EU requirements.  
Our overall assurance rating of Substantial is based upon the 
following strengths and areas for development in relation to the Street 
Lighting Term Services Contract. 
Strengths
 There was a robust procurement process for the award of the 

contract with the final contract award correctly approved at the 
appropriate level.

 A specific project manager has been appointed with direct 
responsibility for managing the LED replacement.

 There is a well-developed management, monitoring and meeting 
structure working with the contractor for progress meetings and 
resolution of identified issues.

 A robust regime is now in place to ensure that actual installations 
are being completed in line with the plan.  After an initial shortfall in 
LED conversion activity at the start of the contract progress has 
been recovered and is now on target. 

 The current costs profile shows that expenditure for the LED 
Installation is presently in line with the original capital investment 
programme.

 Compensation events for both Planned and Capital Works and the 
LED Lighting Programme are properly managed and documented 
with payments in line with an agreed schedule of rates (SOR) or 
specifically negotiated. 

 The recording, inspection and payment procedures for Planned and 
Capital Works are well defined and documented 

 Processes for the general maintenance aspects of the contract are 
currently being developed ready for the transfer of work from the 
existing contractor.

Areas for Development
 At the time of the audit there were no clear documented processes 

and procedures for inspection and approving the application for 
payment relating to LED Installations.  However, these were 
implemented during the audit and evidence will be collected and 
documented to provide a more robust audit trail. Management have 
agreed to sign off this process for each monthly payment. 

 Improved emphasis on risk management, including reporting risks 
to the Contract Board. 

Prospects for Improvement
Our overall opinion of Good for Prospects for Improvement is based 
on the following factors:

 The contract monitoring and management processes are 
continuing to develop with improved documented processes and 
procedures to improve performance.

 The Project Manager has now put in place a detailed checklist for 
dealing with applications for payment which will include collating 
evidence to support each of the agreed stages.

 Improved payment processes for LED lighting installations and the 
supporting evidence to support this have been recently developed. 
These need to be embedded in the working arrangements.

Summary of management responses
Issues 
raised

Management 
Action Plan 
developed

Risk accepted 
and no action 

proposed
High Risk 0 0 0

Medium Risk 3 3 0
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Low Risk 0 0 0

IT Network and Cyber Security

Opinion Substantial

Prospects for Improvement Good

We found that overall network security is robust and well designed, 
with appropriate action taken to identify and address cyber security 
threats.  Although it is not possible to defend against all threats, it is 
evident that the Council is acting reasonably against these risks. 

Our audit opinion of Substantial is based on the following strengths 
and areas for improvement:

Strengths
 The policy framework is well described and is supported by clearly 

documented processes.
 Kent County Council is evidently a mature organisation with 

regards to cyber security. The officers interviewed within the 
organisation for cyber security services had an excellent 
understanding of and appreciation for the Prevent, Detect and 
Response principles espoused by CESG prior to its incorporation 
into the NCSC.

 Our review of the technical tools for defending the perimeter from 
attacks and identifying anomalous behaviour found that they are 
actively monitored and their function and users reviewed. 

 There is clear segregation of the ‘review’ and ‘perform’ functions 
within the security function. This is particularly of value in the 
assessment of the infrastructure for recently published Common 
Vulnerabilities and Exposures (CVEs) and the resulting 
remediation actions resulting from their identification. 

 The design of the network fits well with the ‘walled garden’ 
infrastructure template and for the most part there is sufficient 

Areas for Improvement
 The Council has considered the reputational risks associated 

with personal and corporate use of social media. However the 
use of social media as a tool for engaging with clients has not 
been formally assessed and is therefore not supported within 
corporate policy and procedure.

 Our review of the firewall appliances noted that the second 
layer firewall had not been updated. We understand that this is 
due to lack of resilience which would require interruption of 
connectivity in order to carry out the update.

Prospects for Improvement
The Prospects for Improvement rating of Good is based on the 
following:

 There is a good understanding of the risks and challenges that 
face the Council at the present point in time.

 The Council has a governance framework that reflects best 
practice and the existing maturity of the organisation.

 The Council already achieves compliance with the PSN Code 
of Connection (CoCo) which gives significant assurance that 
security hygiene is in place and is functioning as expected.

Summary of management responses
Issues 
raised

Management 
Action Plan 
developed

Risk accepted 
and no action 

proposed
High Risk 0 0 0

Medium Risk 1 1 0

Low Risk 2 1 1
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redundancy and resilient clustering to support the effective 
functioning of this type of network design.

PCI - DSS Follow-up

Opinion Adequate

Prospects for Improvement Adequate

The PCI-DSS (Payment Card Industry - Data Security Standard) is an 
information security standard that applies to organisations that offer 
facilities for the public to make payments via credit and debit cards.  
The standard was introduced to increase controls around cardholder 
data to reduce credit card fraud.  Progress towards compliance with 
PCI-DSS requires the submission of a SAQ (Self-Assessment 
Questionnaire) on a quarterly basis.  Compliance accreditation must 
be conducted by a QSA (Qualified Security Assessor). 

An audit of the Council’s PCI Compliance Review was conducted in 
June 2015 and was given a Limited assurance opinion (Audit 
reference ICT07-2015).

Out of the three issues and related management actions reviewed 
during this audit follow-up, despite significant progress none have 
been fully implemented, although one of these was not due to be 
completed until June 2018.  Revised implementation target dates have 
been agreed for the remaining management actions, including one 
High risk issue.

As part of this audit, we also sampled 12 questions from the most 
recent PCI-DSS Self-Assessment Questionnaire.  Based on this 
testing, we do not agree with KCC’s response to two of these 12 
questions.  As a result, one further issue has been raised. 

Follow-up of Issues from Audit ICT07-2015
Number 

of issues 
b/f

Management 
actions 

implemented

Risk 
accepted

Further 
actions 
agreed

High Risk 1 0 0 1

Medium 
Risk 1 0 0 1

Low Risk 1 0 0 1

Summary of new issues identified
Number 
issues raised

Management 
action plans 
agreed

Risk accepted

Medium Risk 1 1 0
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Central Placement Team

Opinion Adequate

Prospects for Improvement Good

In general the CPT business process was being adhered to although 
from sampling there were gaps in how it is being practically applied 
and the supporting guidance available. For each placement there was 
appropriate referral documentation retained. All exceptions to the 
standard CPT process were in line with the business process. 

Key Strengths
 No incidents were found whereby client choice was not met.
 Supporting documentation was received by CPT to support each 

placement for all but one case sampled. The exception was for a 
placement to in-house respite care.

 Assessments and/or support plans clearly set out the service 
user’s level of need. Referral documents also clearly stated the 
level of residential/nursing support required.

 Where waivers were required, all were agreed by the Assistant 
Director. 

 Where vacancy lists were run they contained homes in the correct 
area and there was evidence that Strategic Commissioning had 
been consulted.

 Performance of team members is captured and reported to 
management. 

 Performance dashboards are produced for the County and each 
area/locality to monitor the CPT process.

Areas for Development
 Evidence was not always available to demonstrate that a shortlist 

of homes had been run and sent to the Service User/family.
 There were differing levels of challenge when agreeing 

placements over the guide price, or waiving top-ups. 

 From a sample of 20 3rd party top up (TPTU) cases, where homes 
were not available at guide price there was only evidence of 
extended searches in 6 cases - 2 top ups were agreed at the 
outset and for 12 cases searches were not extended due to family 
pressure on distance from the chosen area. 

 There is no guidance on how far searches should be extended. 
This has led to the incorrect calculation of top ups and 5 cases out 
of 20 where a top up was incorrectly charged.

 There were examples of placements not matching needs, 
including 3 homes requesting an increase in the level of need for a 
placement with no amendment to the assessment. 

 Emails containing personal, confidential information were sent to 
providers without being password protected or encrypted. 

Prospects for Improvement
 There was a quick response to issues when raised during the 

audit, specifically the insecure emailing of personal information.
 There are plans to introduce supervision of cases and possible 

peer review to improve quality and encourage learning. 
 The CPT has limited influence on assessment quality and actions 

of case management teams.
 A centralised process will allow for better implementation of 

improvements.

Summary of management responses
Issues 
raised

Management 
Action Plan 
developed

Risk accepted 
and no action 

proposed
High Risk 1 1 0

Medium Risk 3 3 0

Low Risk 1 1 0
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Regional Growth Fund – Equity Investment Process

Opinion Adequate

Prospects for Improvement Good

The Regional Growth Fund utilises different investment options to 
support Kent businesses through loans or equity investments.  Due to 
the nature of the companies who receive equity investments being 
unable to secure more conventional loans/investments, usually due to 
having no fixed assets, these companies are of a high-risk nature.

Key Strengths
 Adequate procedures are in place outlining the application and 

monitoring arrangements for companies who receive funding 
through an Equity Investment.

 Roles and responsibilities are clearly identified between KCC and 
the Fund Manager.

 KCC Members have a veto within the Investment Committee for 
the DPTIF on any investment being proposed.

 Sufficient guidance is available to businesses outlining the 
purpose of the fund and application process.

 There is a Private Equity Fund Manager in place to support the 
(IAB) in advising KCC as the accountable body in making 
decisions on applications, with further professional assessments 
being obtained on company products where specialist knowledge 
is required.

 The Fund Managers have sufficient procedures in place covering 
the appraisal process, evaluating technology and the due 
diligence approach.

 The due diligence process is sufficient to identify key financial, 
technical and legal risks, as well as compliance to state aid rules.

 There is appropriate reporting of individual company performance 
to the IAB by the Fund Manager and senior managers of the 
company.

Areas for Development
 Ensure reporting to Cabinet Committee of the Equity Investment 

schemes includes information on how companies are performing 
and progressing to commercialisation.

 Clarify and align the strategic aim of the equity investment 
approach across key documentation, (such as policies, reports, 
terms of reference).

 To include within the investment strategy what indicators/ triggers 
will lead to an exit of investment and develop exit strategies of 
investments outside of the DPTIF.

Prospects for Improvement
 The service has conducted a ‘lessons learnt’ review to inform the 

redesign of the new scheme.
 There has been a review of the effectiveness of the Fund 

Manager involvement with the DPTI Fund through a report called 
‘Project Rome’.  This confirmed the Fund Managers 
methodologies for calculations of company value appear to be in 
line with industry guidelines.

 All management actions have been implemented from the 
previous audit.

Summary of management responses
Number of 

issues 
raised

Management 
Action Plan 
developed

Risk accepted 
and no action 

proposed
High Risk 0 0 0

Medium Risk 3 3 0

Low Risk 0 0 0
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Accounts Receivable

Opinion Adequate

Prospects for Improvement Adequate

In general, controls were found to be sound and most invoices are 
raised and processed accurately.  However, a number of areas for 
improvement were identified, in particular in relation to the timely 
completion of daily bank income reconciliations and the high 
proportion of invoice request forms (AR01s) which were not fully 
completed and potentially put KCC in breach of VAT requirements.  
Our audit opinion of Adequate is based on the following strengths and 
areas for development:

Key Strengths
 Accurate invoices had been raised for all AR01 forms tested 

during the audit.
 Invoices were generally raised promptly.
 Invoices are allocated a unique, sequential invoice number on 

Oracle.
 The vast majority of invoices randomly selected for review were 

fully supported by appropriate evidence of the service provided.
 No netting off of customer accounts was apparent in the audit 

testing sample.
 New customer accounts were found to have been set up on a 

timely basis for the majority of customers.

Areas for Development
 The date of the supply of services was not stated on 30 of the 53 

AR01 forms reviewed.  This is essential information which should 
be included on all VAT invoices, although we recognise that 
reliance is placed on services to complete the AR01 accurately 
and completely.

 At the time of the audit, daily bank statement reconciliations were 
not up to date.

 The suspense account is not routinely cleared. At the time of the 
audit the balance on the suspense account was over £360k - 
there were 354 items, the oldest of which was dated April 2016.

 Any member of staff can request an invoice cancellation with no 
restrictions or authorisation required.  

 For EduKent, the time taken to set up new customers was not 
quick enough to satisfy customers accessing services online.  

Prospects for Improvement
 A Business Analyst will perform a review of the Cashiering 

processes and procedures with a view to making them more 
efficient.  

 Management were aware that some aspects of the service require 
improvement before they can be offered to the external market.  

 BSC management have been receptive to the issues raised and 
taken prompt action the address them.  However, the Professional 
Services Manager will be leaving KCC shortly and it is unclear 
who will take ownership for the agreed management actions.

 The last audit of Accounts Receivable in 2014 was awarded a 
Substantial audit opinion, indicating that the overall control 
environment has deteriorated.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 2 2 0

Medium Risk 3 3 0

Low Risk 4 4 0
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Corporate Purchase Cards

Opinion Substantial

Prospects for Improvement Good

The audit identified several key areas where controls were operating 
effectively, in particular we found that purchase card transactions were 
supported by appropriate receipts and were being approved in a 
timely manner.  

However, we also found a small number of areas where guidance or 
controls could be improved; in particular the authority of purchase card 
approvers is not being verified.  We also found that VAT was not being 
recorded accurately for some transactions and valid VAT receipts 
were not available for all transactions, notably for on-line purchases.  

Key Strengths
 Purchase card procedure notes and guidance and documents for 

approvers and cardholders and are readily available on Knet.
 New purchase cards are issued promptly by the Control Team.
 Expenditure is being controlled by only activating relevant 

categories and applying transaction & monthly limits on all cards.
 Changes to categories and limits are appropriately supported, 

approved and accurately processed.
 Adequate processes are in place to deactivate cards or to place 

cards on hold.
 Access to the cash withdrawal service is appropriately restricted 

and is clearly documented.  Where cash was withdrawn it was 
reflected in the service Cash Log.

 Our testing showed receipts were retained and made available to 
support transactions.

 Card transactions are authorised on the IntelliLink system in a 
timely manner.

 All the transactions sample tested were for valid business 
purposes and in line with guidance.

Areas for Development
 Purchase card policies, guidance and procedures could be 

improved by :
 Covering contingencies for long term sickness\absences.
 Informing applicants on how long the process is likely to take from 

application to receiving the card.
 VAT receipts are not always obtained and there were some errors 

in allocation of VAT codes found in 2 departments.
 Reminding staff not to pass the responsibility for their card to 

another member of staff.
 Verification of Purchase Card approvers

Prospects for Improvement
 There are plans in place to streamline the purchase card cash 

system procedure.
 A positive response by management to the audit.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 2 2 0

Low Risk 1 1 0
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Staff Survey Actions

Opinion Adequate

Prospects for Improvement Good

The results of the EVP survey are clearly communicated to the 
relevant Directors and Heads of Service. The methods of 
communications ranged from reports containing synopses of the 
results, presentations and team away days. The results were also 
used to develop and enhance the ‘success culture model’ as part of 
an integration programme.  

Discussions held at CMT and DMT’s have given the results of the 
survey an appropriate level of management attention with 
comparisons made to the previous year and identification of areas for 
improvement.  The core challenges drawn out from the survey were 
workplace tension and a need to build and sustain improvements in 
the balance of the deal and psychological contract.

Key Strengths
 Results from the EVP Staff Survey were fed back and explained 

to the CMT and the DMT of all services that took part.
 The results from the 2016 EVP have been communicated 

effectively to all levels of management and staff in the services 
which took part, being discussed at relevant team meetings or 
away days (evidenced by meeting notes and agendas).

 As a result of the EVP, action points have been identified to 
address areas of concern, although these are informal (see Areas 
for Development below).

 Since the release of the EVP feedback there have been a number 
of initiatives undertaken to develop and share ideas to improve 
the employment deal, such as a culture group, staff workshops 
and a virtual collaboration tool.

Areas for Development
 Out of the 6 areas which undertook the EVP survey in 2016, only 

3 were able to evidence action points being drawn up and only 
one had a monitoring process for their plan with work allocated to 
appropriate officers.

Prospects for Improvement
 The issue raised within this audit have been positively received 

and management have used the audit as an opportunity to 
develop and improve their processes.

 There is a continuous drive to improve and enhance staff 
engagement and the employment deal.  During the audit a 
number of new initiatives were identified as being in development.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 1 1 0

Medium Risk 0 0 0

Low Risk 0 0 0
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Anti-Bribery and Corruption Controls – Follow up

Opinion Adequate

Prospects for Improvement Good

This was a follow-up review of the 2016 Anti Bribery & Corruption 
Controls audit which was given Limited assurance with Good for 
prospects for improvement.  Further audit testing and enquiries 
demonstrate that there has been some movement in Directorates 
progressing actions/controls to ensure the council can demonstrate an 
“adequate procedures defence”.  

A risk assessment has been completed by CMT and each Directorate 
although this has not followed the council’s risk management policy or 
procedures.  A monitoring mechanism in place with CMT and DMTs 
requiring updates on either a quarterly or half-yearly basis.  However 
there is a lack of consistency in the actions/controls identified across 
the directorates to address common risks and the lack of a co-
ordinated approach has resulted in different approaches being 
adopted. 

All directorates have identified increased risk areas and 
communicated the need for key staff to complete the Bribery Act 
Policy e-learning, however completion of e-learning by key staff is low.  
Bribery Act presentations have been delivered to both the Challenger 
and T200 groups, with an additional session due for procurement 
staff.

Where gifts and hospitality has been received there is inconsistency 
across the directorates on how they evidence authorisation and 
address non-compliance, new issue raised.  There is also a lack of 
declarations being made by elected members on their public facing 
profiles.

Previous Issue Conclusion from testing
Top level commitment Action partially completed – issue open
Bribery Policy Action Completed – Issue Closed
Risk Assessments Action partially completed – issue open
Due Dilligence Action partially completed – issue open
Monitoring and 
Reporting

Action Completed – Issue Closed

Officer Training Action partially completed – issue open
Member Training This will be covered in the 17/18 audit of 

Member Induction and Training
Communication Action partially completed – issue open
Associated Policies Action Completed – Issue Closed
Gift and Hospitality Action partially completed – issue open

One new issue was identified during this audit.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 1 1 0

Low Risk 0 0 0
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Strategic Commissioning

Opinion Adequate

Prospects for Improvement Good

It is evident that greater progress has been made where dedicated 
resources have been set up to focus on commissioning and it is here 
where expertise has grown. We found a number of examples of good 
practice but there is much silo working and lack of corporate learning. 
Benefits and outcomes as a result of such commissioning compared 
to traditional procurement have often been difficult to quantify in some 
key areas.

Strengths
 Awareness of the Commissioning Framework and its advantages 

is growing. 
 Where there were dedicated commissioning teams, expertise and 

understanding of the commissioning process was at its greatest.
 Where a Commissioning team was in place there was much better 

oversight and co-ordination of commissioning activities.
 Project objectives aligned to Strategic Outcomes.
 We found good practice and examples of innovative 

commissioning that represented good value for money.
 Governance structures are in place for commissioning projects. 

For GET and Childrens Services there are clear processes for 
where and when individual projects are reported. 

 We found examples of good quality commissioning plans within 
Public Health and Childrens Services.

 Good examples of risk management were found in EYPS and GET 
at directorate level. Across the Council, monitoring and 
management of risk varied at project level.

Areas for Development
 There is a lack of resources and commissioning expertise in some 

areas, particularly where there is no designated team or resource.
 Some departments see the commissioning framework as 

confusing and in particular we saw a lack of clarity over review and 
analyse phases.

 There is still some confusion in understanding the critical 
differences between Commissioning and Procurement. 

 Internal services are often overlooked as being ‘internally 
commissioned’ and are not subject to monitoring and review.

 Option appraisals are often limited and not always linked to 
meeting required outcomes.

 There are gaps in data analysis and diagnostic reports which 
restrict any meaningful appraisals of service provision.

 There is an absence of commissioning plans for many projects.
 Commissioning practices are fragmented across the organisation 

and there is limited cross division/directorate working and learning.
 Risk management and awareness in some commissioning areas 

are rudimentary and not properly recorded.

Prospects for Improvement
 Introduction of a lead for Strategic Commissioning
 Oversight and Review of projects by the Strategic Commissioner
 There is awareness of where good commissioning is happening, 

but it is unclear how this will be disseminated across the whole of 
the Council

 Some silo working will seemingly persist

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

Medium Risk 5 TBC TBC
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Tender Specifications

Opinion Substantial

Prospects for Improvement Good

We examined a random sample of 20 tender specifications for 
contracts with a start date of April 2016 to the date of fieldwork 
(06/02/2017) from across the Council. 

The specifications aligned to strategic objectives at a high level 
however some key controls for ensuring that the specification 
effectively meets the needs of the Council had been inconsistently 
applied such that of the 20 tender specs, 13 contracts were fully 
complaint with our testing.

Key Strengths
 They aligned to strategic objectives and to the objectives/ 

outcomes of the services being procured.
 They contained the activities, services or outputs that have to be 

delivered, and any flexibility that the provider has were set out
 Specifications are outcome focused where possible and are input/ 

output only should there be a service requirement to do so 
 The Council’s data requirements for the potential services are 

clear within tenders specifications.
 Stipulations regarding whether sub-contractors may be used and 

any conditions attached to this were present.
 The length of contracts and exit arrangements are clear and 

contained within tender specifications.
 KPIs were considered as part of the tender process for the  

majority of contracts bar two exceptions which were put in place 
shortly after the contract commenced.

 Clear tender procedures are made available to potential providers 
which  contain details regarding evaluation and award of the 
contract

Prospects for Improvement
 There was no evidence for approximately quarter of our sample of 

a formal needs assessment to support the tender
 There was no evidence for approximately quarter of our sample 

that all key stakeholders had been engaged in determining 
requirements (although managers advised this had been done) 

 A quarter of contracts in our sample did not have a robust 
business case completed containing both risk assessment and 
project appraisal.

 Tender Specifications do not fully demonstrate the alignment to 
the KCC commissioning framework (See Appendix A)

 Testing found that in one instance services were procured outside 
of the tender process. As the contract was in excess of £100K it 
should have followed procurement rules including tendering 

Prospects for Improvement
 The creation of a commissioning function has the potential to 

reduce inconsistencies.
 Responses to the report have been constructive.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 4 4 0

Low Risk 0 0 0
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Kent Community Safety Partnership (KCSP)

Opinion Adequate

Prospects for Improvement Very Good

There is robust strategy in place which is determined by a 
comprehensive strategic planning process. Efficiency savings 
identified through the MTFP process for the financial years 2014/15 
and 2015/16 have been achieved through the integrated Kent 
Community Safety Team (KCST).

The audit has identified number of areas in which enhancements 
could be made to allow strengthened governance including monitoring 
of objectives. Current arrangements do not allow the KCST to 
demonstrate the effectiveness of their projects.

Key Strengths
 Governance arrangements for the KCSP are adequate in design.
 The strategy is up to date and results from a comprehensive 

strategic planning process including consideration of risk, analysis 
of the current environment and engagement with stakeholders.

 We observed that applications for Police and Crime 
Commissioner (PCC) funding led to the KCSP receiving 
appropriate scrutiny and challenge

 Sufficient monitoring of projects funded via the PCC is in place.
 Efficiency savings of £140k identified through the financial years 

2014/15 and 2015/16 have been achieved.
 Budgets for both KCSP and KCST are monitored with any 

variances identified and understood; adequate responses are put 
in place for significant variances

Areas for Development
 The Memorandum of Understanding for the KCST expired in 

March 2016 and there is no current agreement in place.

 A review of the KCST should have taken place by March 2016. 
This was delayed as the KCST had only been in place from 
September 2015, however a review has still not been undertaken. 

 The governance arrangements surrounding the pooled project 
fund have not been agreed and documented 

 The action plans in place to monitor the progress of the KCSP 
and KCST are not outcome-focused.

 Terms of reference for the KCSP and the Kent Community Safety 
Partnership Working Group (KCSTWG) do not fully detail current 
practices. 

 The application form used to gain funding from the PCC could be 
enhanced by the addition of a value for money question.

 Savings identified as part of KCC’s 2017/18 MTFP have been 
identified as a pressure.

Prospects for Improvement
 Positive engagement from the service and creation of 

management action plans for each of the issues identified.
 Measures have been put in place to allow clear future 

improvements to the service.
 Leadership are clear in the direction of the service with good 

relationships in place to support partnership working.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 1 1 0

Medium Risk 2 2 0

Low Risk 1 1 0



52

Risk Management

Opinion Substantial

Prospects for Improvement Good

We found that for all risks sampled there were adequate controls and 
actions to manage the risk, however there were examples of individual 
controls and actions being out of date, or simply performing a 
monitoring role rather being an active control to actually mitigate the 
level of risk. The detail of control and action descriptions was greatly 
improved from previous risk management audits. 

Key Strengths
 All controls were allocated to owners and, with the exception of 

two, the owners were aware of their responsibilities for managing 
the risk and reporting status updates. 

 There was reporting of controls and actions to either management 
teams or specific boards that allowed oversight by directors. 

 With the exception of one risk, control and action descriptions 
contained adequate detail to explain the nature of the control, and 
to demonstrate their mitigating affect. For this one exception the 
owner was able to produce an underlying operational risk register. 

 Control and action owners could articulate and effectively show the 
planned effect selected actions would have on the level of risk.

 Processes are in place to update risk registers, facilitated either by 
the Corporate Risk Team or a member of directorate staff. 

 Officers reported that they felt they were given clear consistent 
messages regarding risk and risk appetite from management 
teams.

Prospects for Improvement
 For the eight risk items sampled; half contained some controls that 

were in fact simply monitoring activities. 

 Although we were informed that risks/controls were regularly 
reviewed and quality assured, for two risks (one for SCHWB and 
one for STCS) controls were out of date. 

 We were unable to ascertain what resources/costs were attributed 
to controls and actions and therefore it is not possible to evaluate 
their cost benefit of being in place.

 A number of actions (specifically for two risks) were out of date 
and either were no longer happening or had already been 
completed and implemented. 

Prospects for Improvement
 Management actions for previous audits have been completed but 

there is notable improvement in the quality of controls and actions, 
and the communication of risk appetite although there is still a 
feeling the council is still risk adverse.  

 The Corporate Risk Team can only undertake monitoring and 
quality assure the underpinning risk registers - individual risk 
owners must identify controls and actions to managing risks.

 A new Risk Management system is being implemented that will 
improve functionality for management authority risks.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 1 1 0

Low Risk 0 0 0
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Public Health Governance

Opinion Substantial

Prospects for Improvement Good

Key actions resulting from issues raised in Internal Audit report CA08-
16 have been implemented, however, the changes as a result of the 
transformation agenda still need to be embedded further.  
Restructuring has taken place and the department is in a position to 
move forward with plans for further improvement.
The clinical governance framework has been reviewed and quality 
issues addressed through governance and commissioning/ 
contracting. 

Key Strengths
 Agreed actions to address the issues arising from Internal Audit 

Report No CA08-16 have been implemented in most cases 
 There is a clear definition of quality in the Clinical Governance 

Framework. The systems to measure and publish quality are 
evidenced in the framework and quality reports regularly 
presented to the Quality Committee and DMT. The PH Quality 
Committee structure and framework is part of the governance 
structure in the clinical governance framework.

 A key part of the commissioning outcome framework for quality 
and safeguarding assurance are the Quality and Safeguarding 
Specification and Contract questions that are used for all PH 
contracts. 

 Public Health commissioning plans which include quality and 
commissioning outcomes were completed in February 2017.

 Quality and governance are discussed regularly in performance 
and commissioning meetings and at the quality committee, in 
DMT and SMT. 

 The business plans are used to develop the annual work 
programmes. CQC standards PH and Nice guidance are required 
to be actioned within all PH programmes and work plans.

Areas for Development
 Some agreed actions as a result of Internal Audit Report No 

CA08-16 have not been implemented or are still in the process of 
being implemented.

 Further organisational development work is planned but there is 
no timescale for this.

 There are plans for a Learning Needs Assessment to self-assess 
against NICE guidance and quality standards and introduce a 
Quality Kite Mark but these plans have not been firmed up.

Prospects for Improvement
 In 2017/18 the department will embark on aligning services with 

NICE guidance and Quality Standards.
 There is a Learning Needs Assessment planned for the division 

which will identify areas where training might be needed.
 There are plans to have a Quality Kite Mark system similar to ISO 

9000 or the Gold Standard Kite Mark system.
 SMT will be replaced with a whole team meeting which will 

discuss quality – thereby embedding this in the culture of the team 
and ensuring the whole team understands quality.

Follow up of issues 
Number 

of issues 
raised

Action 
Plan 

complete

Action 
Plan in 

progress

Risk 
accepted 

High Risk 2 1 1 0

Medium Risk 5 4 1 0

New issues raised - Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

Medium Risk 1 TBC TBC
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Business Continuity

Opinion Adequate

Prospects for Improvement Very Good

At the time of our audit the KCC emergency planning function was 
undergoing a restructure which has assessed and balanced team 
resources and allows for a ‘one team’ approach by joining with the 
KRT.  As of 1st April 2017, the emergency planning and business 
continuity management functions are delivered by the Resilience and 
Emergency Planning Service, with seven staff based in the KRT and 
three staff based in the County Emergency Centre, both managed by 
a single service head.  

The last audit of business continuity arrangements in September 2015 
reported a Substantial opinion, however the remit differed compared 
to this audit and therefore any comparisons should be mindful of this. 

Key Strengths
 The Council’s business continuity arrangements are compliant 

with the Civil Contingencies Act 2004, and largely compliant with 
ISO 22301.

 The dedicated business continuity KNet page provides helpful 
guidance and links to the approved corporate business continuity 
template and accompanying guidance notes and a link to the Kent 
Prepared website, which provides advice for testing BCPs, 
including a useful 10-minute assessment tool.

 REU staff have attained professional qualifications of the 
Business Continuity Institute.  

 An approved Corporate BCP is in place which includes incident 
response arrangements.  

 The REU oversaw a number of exercises during 2016/17 and 
there was evidence of discussion and of de-briefs being carried 
out to inform improvements to BCPs.  

Areas for Development
 The Council has not pursued ISO 22301 accreditation due to the 

associated costs, however the Resilience Policy states that the 
Council will apply the standards.  We identified one aspect where 
full compliance could not be evidenced.  

 The Corporate Business Continuity Plan was not tested in 
2016/17, however a test is scheduled for June 2017.  None of the 
four BCPs selected for review had been tested, although the IT 
outage in February 2016 was used to reactively test.  

 The Council’s Business Continuity Policy was due to be reviewed 
in May 2016 but this did not take place.  

 There is no formalised approach to training key officers in 
business continuity management.  

 Not all relevant officers have access to Resilience Direct system.  

Prospects for Improvement
 Increased resilience, flexibility and efficiency with the new 

structure from April 2017.  
 Self-awareness of the REU and their appetite for continued 

improvement and promoting good practice across the Council.
 A realistic approach to providing quality assurance arrangements.
 Continued scrutiny and focus of the Cross Directorate Resilience 

Group and its sub-group.

Summary of management responses
Number of 
new issues 

raised

Management 
Action Plan 
developed

Risk accepted 
and no action 

proposed
High Risk 0 0 0

Medium Risk 6 6 0

Low Risk 1 1 0
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Annual Governance Statement and Returns

Opinion Adequate

Prospects for Improvement Good

This audit reviewed the returns from all Directorates in order to 
support the Council’s 2016/17 AGS.  Overall the process of compiling 
the returns is well established and robust, although some areas for 
improvement were identified.  

Our opinion of Adequate is based on the following key strengths and 
areas for development.

Key Strengths
 Compilation of the AGS follows a well established process with 

clear instructions which were issued well in advance.
 Evidence of discussion of existing and emerging issues by all 

directorates during the year at management meetings, with the 
majority of issues raised being reflected in the returns.

 The majority of directorates provided timely progress updates on 
the previously raised issues in the 2015/16 AGS returns.  

 Review of 2016/17 returns and comparison with the corporate risk 
register and Internal Audit issues, confirmed that returns are 
appropriate and proportionate.

 The majority of corporate risks mapped to the AGS returns, with 
only one partial exception noted. 

 Appropriate actions and timescales were provided for all new 
issues raised in 2016/17.

 Improvements had been made to the AGS forms following last 
year’s audit.

 All returns confirmed compliance with the Constitution and 
Financial Regulations.  There are some services where financial 
spend has the potential to be critical, but there are on-going 
actions to monitor these.

Areas for Development
 A disclaimer will need to be added to the 2016/17 overall AGS 

return of the Council’s non-conformance with the revised CIPFA / 
SOLACE Good Governance Framework, as the Council elected 
not to adopt the framework until 2017/18.  This does not mean 
that the Council is non-compliant, rather there is currently no 
public statement backing up such compliance.  

 The overall AGS for the Council had not been prepared at the 
time of our fieldwork due to the timing of this audit. 

 One Part B return had not sufficiently reflected the progress of 
issues previously raised and another Part B return had not stated 
all issues with accompanying actions.  

 Not all “limited” assurance audits had been referenced in AGS 
returns for 2016/17.  

Prospects for Improvement
 There are plans in place for adoption and compliance with the 

new code for 2017/18 and a gap analysis has already been 
prepared by Internal Audit which will assist with this.

 It is anticipated that the majority of points raised in this audit will 
be resolved by the time the Council wide AGS is drafted and this 
report finalised.

 AGS related work is prioritised and receives optimal focus and 
attention.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 2 2 0

Low Risk 2 2 0
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Performance Management and Corporate KPIs

Opinion Substantial

Prospects for Improvement Good

Key Performance Indicators (KPI’s) are reviewed within appropriate 
management teams, and Cabinet committees, before being reported 
quarterly to Cabinet, for assessment of performance against corporate 
priorities and objectives. The KPI’s reviewed were correctly RAG 
rated. For those which had continuing poor performance, we noted 
that the causes were identified and analysis was undertaken to 
understand any variations.

KPI’s are supported by Performance Indicator Definition forms (PIDs) 
which state the rationale and process to generate the KPI. PIDs are in 
place for all KPIs.  

The authority-wide Data Quality Policy has not had a documented 
review since 2013, although we have been informed that this is 
reviewed annually. 

Strengths
 All KPIs reviewed related to a Corporate Strategic Objective;
 KPI and activity indicator data is communicated appropriately 

within reports and dashboards to Directorate Management 
Teams, Divisional Management teams or Heads of Service for 
assessment.

 The KPIs and Activity Indicators tested are regularly reported and 
the reporting intervals are appropriate and timely.

 All the KPIs and Activity Indicators reviewed during the audit were 
correctly RAG rated.

 Data quality controls were consistent with KCC data quality 
standards in 70% of our sample and exception reporting was 
sufficient where undertaken.

Areas for Development
 For 60% of PID’s reviewed, the KPI Target rationale did not have 

sufficient information. In addition 30% of PID’s had some 
information missing, although this was generally minor. 

 The Corporate Data Quality Process annual review is not 
documented and the current policy was last updated in January 
2013. 

 Data Quality process information was brief for 70% of PIDs 
reviewed. 

Prospects for Improvement
Our overall opinion of Good for Prospects for Improvement is based 
on the following:
 All issues raised within this audit have been accepted by the 

Business Intelligence Team and steps are expected to be taken to 
address these issues. 

 In general the Business Intelligence team provide an effective 
lead and oversight of the KPIs and Activity Indicators used by the 
Council. They challenge where arrangements for measuring KPI’s 
and Activity Indicators require improvement and regularly 
communicate with KPI Lead Officers throughout the authority.  

Summary of management Responses
Number of 
issues 
raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 0 0 0

Low Risk 2 2 0
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Schools Themed Review

Opinion Substantial

Prospects for Improvement Good

The aim of the audit was to provide assurance on the financial 
planning and governance arrangements in place to ensure maintained 
schools can plan for changing pupil numbers and set balanced 
budgets.

Strengths
Financial Planning
 The majority of schools were aware of demographic pressures on 

their school and the associated impact on pupil numbers. All 
schools had applied assumptions within their income budget lines 
to inform their 3 year plan (3YP), with twelve using assumptions 
across all their budget lines.

 All but one school had used the BPS software to run staffing cost 
scenarios to inform their staffing expenditure over a 3 year period.

 All schools had a 3YP in place that had been reviewed and 
authorised by their governing body.

 All schools were reporting current budget position on a regular 
basis to their governing body with reasons for any variances.

 All but one school could evidence a quality assurance process in 
place on their 3YP prior to submission to their governing body.  

Governance
 All schools had completed the Schools Financial Value Standards 

(SFVS) self-assessment, with all but one school able to evidence 
an independent check by a governor.

 All schools had completed a skills matrix for staff and governors 
with financial responsibility.

 All schools could evidence the 3YP being approved by the 
governing body.

Areas for Development
Financial Planning 
 There was a general lack of trend analysis relating to pupil 

premium and high educational needs.  There was a lack of 
financial emphasis within the school development/improvement 
plans or separate financial plans outlining actions required. 

 Lack of premise maintenance strategies to identify buildings that 
may require significant works over the short, medium & long term.

 Although the majority of schools were risk aware there was a lack 
of financial emphasis within risk registers or no risk register in 
place to capture how they were going to mitigate financial risks. 

Governance
 All schools had a skills audit of staff and governors with financial 

responsibility, but there was a lack of training plans to support the 
development of financial expertise on the governing body.

 The majority of schools had not built succession planning 
discussions into their governing body meetings.

Prospects for Improvement
 Each school has received an individual one page report outlining 

their specific Strengths and Areas for Development.
 School Financial Services and governors services have 

responded positively to the issues identified.
 Presentations to governors by Internal Audit on the outcome of 

the themed review to share good practice and lessons learnt.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 2 2 0

Low Risk 0 0 0
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Schools Financial Services

Opinion Substantial

Prospects for Improvement Adequate

There are a number areas of good practice within the Returns and 
Compliance Team (R&CT).  The R&CT use a comprehensive work 
book to record their work which has a number of ‘links’ enabling 
consistency in working practices and to ensure that the work is fully 
completed for each school.

We note that the number of schools covered by R&CT has continued 
to fall. During 2016/17 a one day visit ‘pilot’ was rolled out earlier than 
initially planned.  The shorter on-site visits require additional pre-work 
to be completed, but are more efficient, with less travel time and 
expenses.  

The number of visits required each year is reviewed annually and for 
17/18 the target will remain at 100 (in agreement with Keith Abbot), 
enabling schools to be visited more frequently – now on a 4 year cycle 
instead of every 5 years.  

Strengths
 Comprehensive work programme and work book which is 

regularly reviewed and updated.
 Good moderation process to ensure quality and consistency.
 The standard work programme is completed in full for all school 

visits.
 Timely feedback meetings are held with schools at the end of 

visits and before draft reports are issued.
 Reports are issued to schools promptly.
 A process is in place to follow up on implementation of the 

recommendations made in each school’s report. 

Areas for Development
 One medium risk issue raised in previous audit reports (to include 

cumulative spending in testing) has not yet been fully 
implemented.

 Staff have not received recent training regarding fraud awareness 
and fraud risks in schools.

Prospects for Improvement 
 Management are taking action to mitigate the risk for the 

remaining outstanding issue from the previous audits.
 The team has an appropriate mix of experienced staff.
 There is a continuing trend of improvement in compliance work in 

the last 3 years.
 Schools are now scheduled to be visited every four years, 

although there is no evidence of increased risk.

Summary of management responses – new issues
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

Low Risk 1 1 0

Progress with issues b/f from previous audit
Number 
of issues 
b/f

Issues 
closed 

Issue open 
for further 
actions

Risk 
accepted, 
no action 
proposed

High Risk 1 1 0 0

Medium Risk 2 1 1 0
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Elective Home Education

Opinion Adequate

Prospects for Improvement Adequate

Key Strengths
 Guidance which aligns to the current national curriculum is readily 

available to parents.
 The KCC website signposts parents to resources and other 

services including Health and Skills and Employability
 A reasonable process is in place to identify gaps in the EHE 

database with monthly management information (MI) reports run 
and then reviewed to identify and action any anomalies. 

 Initial checks process had been undertaken for all cases in our 
sample

 The process in place to remove children with Special Education 
Needs (SEN) from a special school is adequate in design.

 All staff had completed Safeguarding and Information 
Governance training. All but one had completed Prevent and Data 
Protection training; this was rectified during the audit. 

Areas for Development
 Current processes adopted by the EHE Team exceed that stated 

in the EHE Policy with no procedural notes in place.
 Current systems are not conducive to efficient, effective working 

and our tests highlighted consistent failures in data quality or 
record keeping. 

 Other training identified by the service requires some gaps to be 
addressed by a proportion of the staff within the service including 
Children Missing Education (CME).

 At the time of fieldwork, there was no central monitoring and 
tracking of reviews of children receiving EHE. However, the team 
has begun to use the electronic system to monitor this.

 Testing found there were material backlogs in actioning such 
reviews as they take a low priority compared to new cases.

 The majority of statutory reviews for SEN children using home 
education had not been actioned by the due date.

 The assessment of ‘suitable’ education was found to be 
inconsistently applied with 72% of cases having no judgement 
recorded on the system.

 Cases were observed where the judgement of ‘suitable’ education 
could be open for challenge although we recognise that the 
legislation does not contain a definition of ‘suitable’

Prospects for Improvement
 Steps have commenced to address the issues identified by the 

audit.
 The Council has limited powers through current legislation to act 

where a child is EHE. 
 We understand that the service has concerns regarding the 

limitations of EHE legislation and is in the process of formally 
reporting this to central government

 Plans are in place to replace the current Impulse system with a 
universal education case management system.

 Where gaps in staff training were identified the service took 
immediate action to resolve.  

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 2 2 0

Medium Risk 5 5 0

Low Risk 0 0 0
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Better Care Fund

Opinion Adequate

Prospects for Improvement Adequate

Not all agreed actions from the previous audit report (RB08-16) have 
been implemented. The key management action regarding the pooling 
of budgets is outstanding as there appears to be a lack of appetite for 
this. Further, there is no evidence to contradict the National Audit 
Office (NAO) findings that suggest the national conditions are not 
being met across the country. 

Strengths
 The Better Care Fund is regularly on the agenda of the Health 

and Wellbeing Board (H&WB) which approved the plans for 
2016/17 and meets on a quarterly basis.

 A scheme summary document has been designed that outlines, 
what national conditions are being addressed, the strategic 
objectives of the scheme, how it will be delivered, scheme costs, 
the outcomes that will be measured and the associated risks.

 The Internal Assurance and Finance and Performance Groups 
now meet on a quarterly basis and a dashboard has been set up 
which is designed for reporting to the H&WB.

Areas for Development
 Organisations were asked by KCC as host to complete scheme 

summaries at the end of 2016/17 rather than at the beginning, 
and therefore monitoring has been delayed. 

 As a result of the above, the assessment of the success of 
schemes had not been undertaken as at the end of May 2017. 
Some CCGs had not returned completed summaries as at the 
end of June 2017.

 A discrete risk register for BCF has still not been set up.
 Pooled budgets have not been set-up. 

 Though outcomes are defined for each scheme, there isn’t always 
a clear link with hospital activity targets. In addition savings 
targets are not identified for each scheme.  

Prospects for Improvement
 There is good awareness of the key issues and challenges but it 

is not clear if there is a collective vision from all parties.
 Improvements have been made - for example scheme summaries 

have been introduced to help assess the success of the projects, 
but this is in its infancy and the response is slow. 

 Working groups have been a rationalised, which aids monitoring.
 It is unclear if investment by all parties is in the right projects as 

national conditions targets are not being met – reductions in A&E 
admissions for example.

 CCGs seem reluctant to pool budgets properly to ensure full 
integration. In addition, at the time of the audit the complete 
guidance from Government was not available. 

New issues raised - Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 1 TBC

Medium Risk 2 TBC

Progress with issues b/f from previous audit
Number 
of issues 
b/f

Issues 
closed 

Issue open 
for further 
actions

Risk 
accepted, 
no action 
proposed

Medium Risk 3 1 1 0
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Establishments Themed Review (Adult Day Centres)

Opinion Adequate

Prospects for Improvement Good

Internal Audit undertook a series of establishment visits to Adult 
Learning Disability Day Centres (the Centres) with three centres 
receiving an announced visit as part of this themed review.

We can provide Adequate assurance that both financial and non-
financial controls are operating effectively across all three Centres 
with Good prospects for improvement.

Key Strengths
 All Centres were using iProcurement, with the majority of 

purchase orders being raised in advance of an invoice. 
 All expenditure had been approved in line with the Council’s 

delegated authority matrix.
 Banking of income occurred on a frequent basis.
 All financial and non-financial records were held appropriately.
 Medication was appropriately stored with good records 

maintained.  
 Management within individual Centres is appropriately engaged to 

resolve the issues identified through the development and 
implementation of action plans. 

Areas for Development
 There are a number of weaknesses in financial control across all 

three Centres, particularly relating to evidencing that deliveries 
had been checked for quality and quantity; strengthening the 
controls around petty cash; maintaining complete and accurate 
asset registers and maintaining adequate records to support fuel 
card use.

 Security and safety processes are not consistently embedded 
throughout all Centres.  

 There was an absence of central training records which meant 
that gaps in some mandatory and essential training had not been 
identified.

 Declarations of interests at two Centres had not been completed 
for the majority of staff.

 Staff TOIL recording sheets do not all include the name of the 
staff member, and were not always self-signed or authorised by 
the manager.  

 Fees and Charging policy for LD Day Care services.

Prospects for Improvement
 Centre Managers have responded positively to the issues raised 

in their individual audit reports.
 The Provision Managers are developing an action plan to address 

the areas for development and to standardise processes to 
ensure a consistent approach across the service is in place.

 Senior Management have responded positively to the central 
issues raised in this report and there is relevant oversight to 
monitor resolution of the issues identified across the Day Care 
service.

Summary of management responses
Number of 
issues raised

Management 
Action Plan 
developed

Risk accepted 
and no action 
proposed

High Risk 0 0 0

Medium Risk 2 2 0

Low Risk 0 0 0
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Appendix 2 – Internal Audit & Counter Fraud Follow-up on Implementation of 
Agreed Actions

Audit Date Total due to be 
Implemented

Implemented/
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions 
R.A.G.

High Medium High Medium High Medium

Highways Safety/ 
Crash Remedial 
Measures

05/12/16 3 3 1
2*

2
1*

Amber

Foster Care 16/04/15 4 1 4 1

Based on 
responses from 
the service to 
be tested for 
confirmation

Green

IT Disaster Recovery 
Planning 13/02/15 1 1*

Amber

Supervisions 07/07/15 3 3 2
1* 3

Based on 
Results of 

Supervisions 
Follow-up and 
response from 

service

Amber

Optimisation 17/06/15 2 1 2* 1
Amber

Limited assurance reports

Management 
Actions Due
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Audit Date Total due to be 
Implemented

Implemented/
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions 
R.A.G.

High Medium High Medium High Medium

TFM Help Desk 12/04/16 4 1 3* 1* 1

Based on 
Results of TFM 

Follow-up
Red

Contract 
Management – 
Individual Contracts 
Based on Analytical 
Review

02/02/15 1 1

Based on 
Results of 
Contract 

Management 
Follow-up

Amber

Contract 
Management 
Themed Review

25/04/16 1 5 1* 4
1*

Based on 
Results of 
Contract 

Management 
Follow-up

Amber

Total Limited Audits 19 14 7
10*

11
3* 1 0 1
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Audit Date Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions R.A.G.

High Medium High Medium High Medium

Unaccompanied 
Asylum Seeking 
Children (UASC)

05/08/15 1 1*
Amber

Customer 
Feedback 21/07/15 1 1*

Amber

Consultations 21/06/16 4 4
Green

Contract 
Extensions & 
Variations

30/03/16 2 1 2 1

Based on 
results of 
Contract 

Management 
follow-up

Green

Data Protection 23/09/16 1 1
Green

Recruitment 
Controls 02/12/15 2 2 2 2

Green

Adequate assurance reports
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Audit Date Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions R.A.G.

High Medium High Medium High Medium

Business Planning 17/01/17 2 1
1*

Amber

Revenue Budget 
Monitoring 11/06/15 4 2

2*
Amber

Insurance Fraud 11/07/16 1 1
Green

Debt Recovery 02/10/15 1 3 1 2
1*

Amber

Software Lifecycle 
Management 08/11/16 3 1

2*
Amber

SWIFT – Adult SC 
ISO27001 02/09/16 2 2*

Amber

Spydus – 
Application Review 21/11/16 2 2

Green

Contact Point - 
Agilisys 11/10/16 3 2

1*
Amber
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Audit Date Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions R.A.G.

High Medium High Medium High Medium

Property – 
Statutory 
Compliance

19/12/13 1 1*
Amber

Carers 
Assessments 24/01/17 1 1 1* 1

Amber

Enablement 
(KEaH) Service 28/07/15 1 1 1* 1

Amber

Regional Growth 
Fund 24/04/15 1 1 1 1

Green

OP Residential & 
Nursing Contract 
Re-Lets

16/12/15 1 1 1* 1*
Amber

Highways – Public 
Rights of Way 02/09/16 2 2*

Amber

Total Adequate Audits 14 32 8
5*

19
13* 1 0 0
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Audit Date Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions R.A.G.

High Medium High Medium High Medium

Transparency 
Code Compliance 10/09/16 1 1

Green

Information 
Governance 18/03/15 1 1*

Amber

Community 
Learning and Skills 09/09/15 3 1

2*

Based on 
results of 
recent CLS 

audit

Amber

Pensions Payroll 08/09/15 1 1
Green

Schools, 
Academies and 
Outsourced Payroll 
Contracts

06/09/16 1 1*
Amber

Schools Personnel 
Service 12/10/16 1 1*

Amber

     
Substantial assurance reports
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Audit Date Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions R.A.G.

High Medium High Medium High Medium

TCP Process 17/11/16 5 3
2*

Amber

General Ledger 10/10/16 1 1

Risk Accepted
Amber

VAT 11/10/16 2 2*
Amber

ICES and Telecare 
Contract 
Management

12/01/17 3 2
1*

Amber

Quality Assurance 
Framework - 
Safeguarding 
Children / Online 
Case file audit 
process / Missing 
Children

06/11/15 2 1
1*

Amber

Early Help – 
Managing Step-up 
to Specialist 
Childrens Services

07/10/16 4 3
1*

Green

LED Street 
Lighting 18/04/17 1 1

Green
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Audit Date Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded Comments

Overall 
Opinion on 
Actions R.A.G.

High Medium High Medium High Medium

Contract 
Management – 
Household Waste 
and Recycling 
Centres

02/10/15 1 1
Green

Total Substantial Audits 0 27 0 14
12* 0 1 0

Total due to be 
Implemented

Implemented/ 
In Progress* Not Implemented Superseded

High Medium High Medium High Medium

Total All Audits 33 73 15
15*

44
28* 2 1 1
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Appendix 3 – Internal Audit IT Plan

Audit DetailsRef. Audit Title Days Priority Indicative 
Quarter Rationale Lead Officer(s)

ICT01
2018

ICT Strategy and 
Governance

15 1 Q1 To provide assurance that the ICT 
strategy is aligned to the Council’s 
corporate strategy and that there are 
appropriate governance 
arrangements in place.

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning
ICT02
2018

Cloud Navigation – 
Programme Governance

15 1 Q1 This audit will assess the programme 
governance arrangements that are in 
place for the Cloud Navigation 
programme and provide assurance 
as to their adequacy.

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning
ICT03
2018

Cloud Navigation – Watching 
Brief and Project Milestone 
Deep Dive 

30 1 Ongoing 
watching 
brief

Q3-Q4 for 
deep dive

Internal audit will engage with the 
Programme Board and attend where 
necessary to provide support and 
assurance.

At key milestones for the Cloud 
Navigation programme (or for a 
specific project within the 
programme) pre-implementation 
audits will be performed to provide 
assurance regarding delivery of 
outcomes.

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning

ICT04
2018

ICT Asset Management 20 1 Q2 This audit will assess how the 
Council manages its ICT assets, 
including the management of the 
desktop refresh. As well as other 
classified IT Assets, both Physical 
and Virtual. 

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning
RB36
2018

Education Systems 
Replacement

20 1 Q3/4 A post-implementation review of the 
project to replace the Council’s 
education systems, with an emphasis 
on the controls over migration of data 
from the existing systems.

Patrick Leeson
Corporate Director of Education and 

Young People’s Services

Stuart Collins
Director of Early Help and 

Preventative Services 



71

Ref. Audit Title Days Priority Indicative 
Quarter

Audit Details
Rationale Lead Officer(s)

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning

ICT05
2018

Mobile Working 15 2 Q3 This audit will assess the 
arrangements that are in place for 
mobile working and how the Council 
has balanced the requirement for 
security against the need for flexible 
ways of working. This audit will 
incorporate the roll out of the new 
Skype Solution/Windows 10 across 
the Council.

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning

ICT06
2018

Software Licensing 20 2 Q4 This audit will review the 
arrangements that are in place for 
managing the Council’s compliance 
with its software licensing obligations.

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning

ICT07
2018

ISO27001 – BSC Readiness 
Assessment

10 2 Q3/4 To review the BSC information 
management systems and assess 
whether they meet the requirements 
of ISO27001 and to identify areas of 
improvement.

Rebecca Spore
Director of Infrastructure

Michael Lloyd
Head of Technology Strategy and 

Commissioning
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Appendix 4 – Internal Audit Assurance Level Definitions

Assurance level

There is a sound system of control operating effectively to achieve service/system objectives.  Any 
issues identified are minor in nature and should not prevent system/service objectives being achieved.

The system of control is adequate and controls are generally operating effectively.  A few weaknesses in 
internal control and/or evidence of a level on non-compliance with some controls that may put 
system/service objectives at risk.

The system of control is sufficiently sound to manage key risks. However there were weaknesses in 
internal control and/or evidence of a level of non-compliance with some controls that may put 
system/service objectives at risk.

Adequate controls are not in place to meet all the system/service objectives and/or controls are not being 
consistently applied. Certain weaknesses require immediate management attention as if unresolved they 
may result in system/service objectives not being achieved.

High

Substantial

Adequate

Limited

No assurance
The system of control is inadequate and controls in place are not operating effectively. The system/service 
is exposed to the risk of abuse, significant of error or loss and/or misappropriation. This means we are 
unable to form a view as to whether objectives will be achieved.
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Prospects for Improvement

Good

Very Good

Adequate

Uncertain

There are strong building blocks in place for future improvement with clear leadership, direction of travel 
and capacity.  External factors, where relevant, support achievement of objectives.

There are satisfactory building blocks in place for future improvement with reasonable leadership, 
direction of travel and capacity in place.  External factors, where relevant, do not impede achievement of 
objectives.

Building blocks for future improvement could be enhanced, with areas for improvement identified in 
leadership, direction of travel and/or capacity.  External factors, where relevant, may not support 
achievement of objectives.

Building blocks for future improvement are unclear, with concerns identified during the audit around 
leadership, direction of travel and/or capacity.  External factors, where relevant, impede achievement of 
objectives.
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1. Introduction

1.1. Kent County Council has a zero tolerance policy concerning money 
laundering and is committed to the highest standards of conduct.  

1.2. The Proceeds of Crime Act (POCA) 2003, the Terrorism Act 2000 and the 
Money Laundering Regulations 2007 place obligations on Kent County 
Council and its employees to ensure that procedures are in place to prevent 
the Council’s services being used for money laundering.

1.3. This policy sets out the process to minimise the risk, as well as provide 
guidance on the Council’s money laundering procedures. Adhering to this 
policy and guidance will protect employees from the risk of prosecution if an 
employee becomes aware of money laundering activity while employed by 
the Council.  

1.4. The policy is not intended to prevent customers and service providers from 
making payments for Council services, but to minimise the risk of money 
laundering in high value cash transactions. 

2. Policy Statement 

2.1. Kent County Council is committed to: 

 Preventing the Council’s services and employees from becoming a 
victim of, or unintentional accomplice to, money laundering activities. 

 Identifying the potential areas where money laundering may occur 
and strengthening procedures to minimise the risks.

 Complying with all legal and regulatory requirements, with particular 
regard to the reporting of actual or suspected cases of money 
laundering. 

2.2. It is important that every member of staff is aware of their responsibilities and 
remains vigilant.

3. Scope of Policy

3.1. This policy applies to all employees and Members of the Council, whether 
permanent or temporary.  

3.2. The aim of this policy is to support employees and Members in responding to 
concerns that have been highlighted in the course of their work for the 
council.  If staff or Members are concerned about a matter unrelated to work, 
the Police should be contacted. 



4. Definition of Money Laundering

4.1. The term ‘Money Laundering’ can be used to describe a number of offences 
involving the proceeds of crime or terrorist financing. In simple terms, money 
laundering is a process used by criminals to make the proceeds of their 
crimes appear as though they originated from a legitimate source. Money 
launderers aim to disguise the identity of the criminal and/or conceal their 
connection to the proceeds of the crimes. 

4.2. The following constitute money laundering offences:

 Concealing, disguising, converting, transferring criminal property or 
removing it from the UK (section 327 of the Proceeds of Crime Act 
2002). 

 Entering into or becoming concerned in an arrangement which you 
know or suspect facilitates the acquisition, retention, use or control of 
criminal property by or on behalf of another person (section 328). 

 Acquiring, using or possessing criminal property (section 329).

 Doing something that might prejudice an investigation e.g. falsifying a 
document. 

 Failure to disclose one of the offences listed above, where there are 
reasonable grounds for knowledge or suspicion. 

 Tipping off a person(s) who is or is suspected of being involved in 
money laundering in such a way as to reduce the likelihood of or 
prejudice an investigation. 

4.3. There is a possibility that any member of staff could be prosecuted for money 
laundering offences if they suspect money laundering and either become 
involved with it in some way and/or do nothing about it. This policy sets out 
the appropriate practice and how any concerns should be raised.

4.4. Although the risk to the Council of contravening the legislation is low, it is 
important that all employees are aware of their responsibilities as serious 
criminal sanctions may be applied to those who breach the legislation. 

4.5. The significant requirement for employees is to immediately report any 
suspected money laundering activity to the Money Laundering 
Reporting Officer (MLRO; see section 7.1). Failure to do so could lead to 
prosecution.

5. Identifying Money Laundering

5.1. There is no clear definition of what constitutes a suspicion of money 
laundering – common sense will be needed. Although you do not need to 



have actual evidence that money laundering is taking place, mere 
speculation is unlikely to be sufficient to give rise to knowledge or suspicion. 
However, if you deliberately shut your mind to the obvious, this will not 
absolve you of your responsibilities under the legislation. 

5.2. Examples of money laundering activity include:

 Large cash payments; 

 Asking for cash refunds on credit card payments; or 

 Overpaying bills and invoices and then asking for cash refunds. 

5.3. Any transaction involving an unusually large amount of cash should cause 
concern and prompt questions to be asked about the source. This will 
particularly be the case where the value of cash paid exceeds the amount 
due to settle the transaction and the person(s) concerned ask for a non-cash 
refund of the excess. 

5.4. If the person(s) concerned use trusts or offshore funds for handling the 
proceeds or settlement of a transaction, then the reasons for this should be 
questioned. 

5.5. Care should be exercised and questions asked where: 

 A third party intermediary becomes involved in a transaction; 

 The identity of a party is difficult to establish, or is undisclosed; 

 A company is used where the ultimate ownership of the company is 
concealed or difficult to verify; and/or 

 A party is evasive about the source or destiny of funds. 

6. The Council’s Obligations

6.1. The Council is obligated to:

 Appoint a money laundering reporting officer.

 Maintain client identification procedures in certain circumstances. 

 Implement a procedure to enable the reporting of suspicions of money 
laundering.

 Report any cash transactions over €15,000 (or the Sterling equivalent).

 Maintain sufficient records.  

7. The Money Laundering Reporting Officer (MLRO)

7.1. The Council has nominated the following officers to be responsible for anti-
money laundering measures within the Council:



MLRO: Andy Wood, Corporate Director of Finance. 
Email: andy.wood@kent.gov.uk Tel: 03000 416854 

Deputy MLRO: Robert Patterson, Head of Internal Audit 
Email: robert.patterson@kent.gov.uk Tel: 03000 416554

7.2. In the absence of the MLRO or in instances where it is suspected that the 
MLRO themselves are involved in suspicious transactions, concerns should 
be raised with David Cockburn, the Head of Paid Service.

8. Reporting concerns 

8.1. In the event of an employee suspecting a money laundering activity they 
must immediately report their suspicion to the MLRO, or to the deputy MLRO, 
using the disclosure report available on Knet. The report must contain as 
much detail as possible, ideally using the form at Annex 1. 

8.2. If the suspicious transaction is happening right now, for example someone is 
trying to make a large cash payment, every effort should be made to speak 
with the MLRO or deputy, who will decide whether to accept the payment or 
suspend the transaction. If it is not practical or safe to do so, a report should 
be made to the MLRO or deputy immediately after the transaction is 
complete.  

8.3. The information provided to the MLRO will be used to decide whether there 
are reasonable grounds to demonstrate knowledge or suspicion of money 
laundering, whether further investigation is necessary, whether the 
transaction should be accepted or suspended, and if appropriate, whether a 
suspicious activity report should be made to the National Crime Agency 
(NCA). If it is not practical or safe to suspend a suspicious transaction a 
report should be made to the National Crime Agency immediately after the 
transaction is complete.

8.4. The employee must follow directions given to them by the MLRO and must 
not discuss the matter with others or notify the person(s) who is suspected of 
money laundering. ‘Tipping off’ a person suspected of money laundering is a 
criminal offence. 

8.5. The MLRO or deputy must immediately evaluate any disclosure to determine 
whether the activity should be reported to the National Crime Agency (NCA).

8.6. The MLRO or deputy must, if they so determine, promptly report the matter to 
NCA in a prescribed manner and on their standard report form (currently 
referred to as a suspicious activity report (SAR)). This can be found on the 
NCA website: www.nationalcrimeagency.gov.uk 

mailto:andy.wood@kent.gov.uk
mailto:robert.patterson@kent.gov.uk
http://www.nationalcrimeagency.gov.uk/


9. Identification of Clients

9.1. In general, management should ensure that appropriate checks are carried 
out on new partners, suppliers and contractors in accordance with the 
Council’s existing policies and procedures. 

9.2. However, where the Council is carrying out a ‘relevant business,1 and as 
part of this:

 forms an ongoing business relationship with a client; or

 undertakes a one-off transaction involving payment by or to the client of 
€15,000 (or the equivalent in sterling) or more; or 

 undertakes a series of linked on-off transactions involving total payment 
by or to the client(s) of €15,000 (or the sterling equivalent) or more; or 

 it is known or suspected that a one-off transaction (or a series of them) 
involves money laundering. 

Then the client identification procedures (listed below) must be followed 
before any business is undertaken for that client. In the event the business 
relationship with the client existed before 1st March 2004 this requirement 
does not apply. 

9.3. Where the ‘relevant business’ is being provided internally  signed,  written 
instructions on Council headed notepaper or an email on the internal email 
system should be provided at the outset of the business relationship.

9.4. If the ‘relevant business’ is being provided externally then the following 
additional checks must be completed: 

 Check the organisation’s website and other publically available 
information such as telephone directory services and Companies 
House to confirm the identity of the personnel, their business address 
and any other details. 

 Ask the key contact officer to provide evidence of personal identity and 
position within the organisation, for example a passport, photo ID card, 
driving licence and signed, written confirmation from the Head of 
Service or Chair of the relevant organisation that the person works for 
the organisation.

9.5. Remember, these additional client identification procedures are only required 
when conducting a ‘relevant business.’   

1 Relevant business is defined as the provision ‘by way of business’ of advice about tax affairs; accounting 
services; audit services; legal services; services involving the formation, operation or arrangement of a 
company or trust; or dealing in goods wherever a transaction involves a cash payment of €15000 or more



10.Training

10.1. Officers considered to be most at risk of being exposed to suspicious 
situations will be made aware by their senior officer and provided with 
appropriate training. 

10.2. Additionally, all officers and Members will be familiarised with the legislation 
and regulations relation to money laundering and how they affect the 
employees (themselves) and the Council. 

10.3. It is not necessary for all staff to be aware of the specific criminal offences, 
staff that are likely to encounter money laundering should be aware of the 
procedures that are in place. This policy and procedures provides sufficient 
information to raise awareness for most staff. 

10.4. It is recommended that staff in areas that are highly vulnerable to money 
laundering, should be provided with targeted training that is specific to the 
Council activity at hand. This could be achieved by in house resources, or 
through training courses and seminars run by external providers

11.  Further information

11.1. Further information can be obtained from the MLRO and the following 
websites:

 www.nationalcrimeagency.gov.uk  

 Proceeds of Crime (Anti- Money Laundering) - Practical Guidance for 
Public Service Organisations’- CIPFA

 Money Laundering Guidance at www.lawsociety.org.uk 

 HM Revenue & Customs http://www.hmrc.gov.uk/mlr/

12.Other Relevant Policies

12.1. The following policies, procedures and codes should be read in conjunction 
with the Anti-Money Laundering policy:

 Constitution

 Anti-Fraud and Corruption Policy

 Whistleblowing Procedure

 Kent Code

 Bribery Act Policy

 Disciplinary Procedure

 Member Code of Conduct

http://www.nationalcrimeagency.gov.uk/
http://www.lawsociety.org.uk/
http://www.hmrc.gov.uk/mlr/


 Spending the Council’s Money
13.Conclusion

13.1. The likelihood of Kent County Council service being exposed to money 
laundering is extremely low. However, the legislation and requirements that 
have been implemented must be followed. Failure to comply with such 
legislation and requirements by individuals could lead to prosecution.  



                                                                                        Annex 1

Anti Money Laundering Reporting Form

Your Contact Details
Please provide your contacts details in the box below so we can confirm that we 
have received the report and get into contact with you if required.    

Main Subject 
Please provide the details of the person you suspect of money laundering. If you 
suspect more than one person, please fill in the additional boxes below. 

Name:

Date of Birth: Gender:

Occupation:

Address Type: (Home, work etc)

Transaction(s)
Please enter the details of the transactions you think are suspicious

Date:

Amount: Currency:

Credit/Debit

Reason for the 
transaction:

Date:

Amount: Currency:

Credit/Debit

Reason for the 
transaction

Name :

Role:

Email:

Contact Telephone:



                                                                                        Annex 1

Account(s) 
Please enter details of the account(s) used. 

Associated Subjects:
If there are any other people you suspect are involved in money laundering, please 
enter their details below. 

Name:

Date of Birth: Gender:

Occupation:

Reason for association

Address Type: (Home, work etc)

Name:

Date of Birth: Gender:

Occupation:

Reason for association

Address Type: (Home, work etc)

Acc. NoAccount Holder’s 
Name Sort Code:

Current balance: Balance date:

Acc. NoAccount Holder’s 
Name Sort Code:

Current balance: Balance date:



                                                                                        Annex 1

Linked addresses:
Please enter details of any linked addresses:

Address Type: (Home, work etc)

Reason for Suspicion:
Please enter details of your suspicions. Please provide as much information as 
possible. 
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1. Introduction

1.1. This policy is introduced to ensure compliance with the Bribery Act 2010. It 
explains the process through which the Council intends to maintain high 
standards and to protect the organisation, employees, Members and business 
partners against allegations of bribery and corruption.

1.2. It is the Council’s policy to conduct business in an honest and open way, and 
without the use of corrupt practices or acts of bribery to obtain an unfair 
advantage. The Council attaches the utmost importance to this policy and will 
apply a “zero tolerance” approach to acts of bribery and corruption by any of its 
Members, employees, or persons and partners acting on our behalf. Any breach 
of this policy will be regarded as a serious matter and is likely to result in 
disciplinary action and possibly criminal prosecution.

2. Policy Statement

2.1. Bribery is a criminal offence. The Council will not pay bribes, or offer improper 
inducements to anyone for any purpose, nor will the Council accept bribes or 
improper inducements. The use of a third party to channel bribes is also a 
criminal offence. The Council will not engage indirectly in or otherwise 
encourage bribery.

2.2. The Council is committed to ensuring compliance with the highest legal and 
ethical standards. The Council will commit to policies and procedures to 
prevent, deter, and detect acts of bribery. The Council will ensure that anti- 
bribery compliance is an essential aspect of its governance process and at the 
core of its business principles. It is an on-going process and not a one- off 
exercise.

3. Objective

3.1. This policy presents a clear and precise framework to understand and 
implement the arrangements required to comply with the Bribery Act 2010. It 
provides the context for the detailed rules, procedures and controls in place. It 
should provide no room for misinterpretation and will ensure that Members, 
employees, volunteers and business partners know what is expected of them in 
preventing bribery.

3.2. This policy should be read in conjunction with, and reinforce, other related 
policies and documents (see paragraph 27). The provisions in these policies 
and documents should be reflected in every aspect of the way the Council 
operates. The requirement to act honestly and with integrity at all times is 
made clear and is fundamental and non-negotiable.

3.3. This policy explains the procedures established to prevent acts of bribery and 
allow any breach to be identified and reported.



4. Scope

4.1. This policy applies to all of the Council’s activities. The Council requires that all 
Members (including independent and co-opted Members), employees at all 
levels and grades, temporary and agency staff, volunteers, contractors, agents, 
consultants and partners acting on the Council’s behalf, comply with the 
provisions of this policy. The Council will also seek to promote the adoption of 
reciprocal anti-bribery and corruption measures that are consistent with the 
Council’s policy by joint venture partners and major suppliers.

4.2. The responsibility to mitigate the risk of bribery resides at all levels of the 
Council and includes all directorates. It does not rely solely on the Council’s 
assurance functions.

5. Policy Commitment

5.1. The Council commits to:

 setting out a clear anti-bribery policy and  keeping this up-to-date with 
regular reviews;

 making all Members, employees and partners aware of their responsibilities 
to adhere to this policy at all times;

 providing training, where appropriate, to allow Members, employees and 
partners to recognise and avoid the use of bribery by themselves or others;

 encouraging Members, employees and partners to be vigilant and to report 
any suspicions of bribery;

 providing suitable channels of communication (e.g. Whistleblowing 
Procedure) to ensure that sensitive information is handled appropriately;

 investigating instances of alleged bribery and assisting the police and other 
authorities in any prosecution;

 taking action against anybody acting for or on behalf of the Council who is 
involved in bribery;

 reporting breaches and suspected breaches of this policy to Members, 
employees and partners in an open and transparent way; and

 including appropriate clauses in contracts with suppliers to advise on the 
Council’s approach to the provisions of the Bribery Act 2010.

6. The Bribery Act 2010

6.1. The Bribery Act 2010 was introduced to update and enhance English law on 
bribery. It creates a strict liability corporate criminal offence of failing to prevent 
bribery. The only defence against this corporate offence is for organisations to 
have adequate procedures in place to prevent bribery.



6.2 The Act includes four offences:

 Bribing a person to induce or reward them to perform a relevant function 
improperly.

 Requesting, accepting or receiving a bribe as a reward for performing a 
relevant function improperly.

 Using a bribe to influence a foreign official to gain a business advantage. 

 In relation to a commercial organization, committing bribery to gain or retain 
a business advantage, there being no adequate procedures in place to 
prevent such actions.

6.3 Acts of bribery are intended to influence an individual or organisation in the 
performance of their duty and for them to act illegally.

6.4 The penalties under the Bribery Act have been raised significantly and are 
severe.  The new corporate offence is punishable with an unlimited fine. An 
individual guilty of an offence may be liable to imprisonment for up to 10 years 
or to a fine, or to both.

6.5 The Council accepts that public bodies may be classed as a “commercial 
organisation” in relation to the corporate offence of failing to prevent bribery. In 
any event, it represents good governance and practice to have adequate 
procedures in place to protect the Council, Members, employees and partners 
from reputational and legal damage. It is in the interests of everybody 
connected to the Council to act with propriety at all times.



KENT COUNTY COUNCIL 

BRIBERY ACT PROCEDURE



1. Council Procedures on the Bribery Act

1.1. The Council will follow the guidance issued by the Ministry of Justice. The 
actions are intended to be proportionate to the risks faced by the Council and to 
the nature, scale and complexity of the Council’s activities. The actions are 
expected to provide a defence of “adequate procedures” against any corporate 
offence. The following steps will be taken:

1.2. Top Level Commitment – The Corporate Management Team is committed 
to preventing bribery by persons associated with the Council. A report on the 
Bribery Act 2010 and the introduction of this policy has been approved by the 
Corporate Management Team (on 23 August 2011) and the Governance and 
Audit Committee (on 14 September 2011).

1.3. Risk Assessment – The nature and extent of the Council’s exposure to 
external and internal risks of bribery will be assessed as part of the Council’s 
risk management process. Any risk assessment is intended to be an on-going 
process based on regular communication and review.

1.4. Due Diligence – A proportionate and risk based approach will be taken in 
respect of persons and other organisations that perform services for or on 
behalf of the Council. Due diligence will include an evaluation of the 
background, experience and reputation of business partners. The transactions 
will be properly monitored and written agreements and contracts will provide 
references to the Bribery Act 2010 and this policy. Reciprocal arrangements 
may be required for business partners to have their own policies in place. They 
will be advised of the Council’s policy and be expected to operate at all times in 
accordance with such policy.

1.5. Communication – The Council will ensure that this policy and other related 
policies and procedures are embedded in the Council’s working arrangements 
through appropriate communication, including training, which is proportionate 
to the risks the Council faces. The Council’s induction programme will include 
reference to the Bribery Act 2010 and this policy.

1.6. Monitoring and Review – This policy, control arrangements, risk 
management processes and other related policies and procedures designed to 
prevent bribery and corruption will be monitored, reviewed and improved where 
necessary on a regular basis. All incidents of bribery or suspected bribery will 
be reported to the Governance and Audit Committee. An assurance of 
compliance will be included in the Annual Governance Statement.

1.7. In the context of this policy it is unacceptable for persons acting for or on behalf 
of the Council to:

 Give, promise to give, or offer a payment, gift or hospitality with the 
expectation or hope that a business advantage will be received, or to reward 
a business advantage already given

 give, promise to give, or offer a payment, gift or hospitality to a government 
official, agent or representative to facilitate or expedite a routine procedure



 accept payment from a third party that is known to be, or suspected to have 
been, offered with the expectation that it will obtain a business advantage 
for them

 accept a gift or hospitality from a third party if it is known to be, or suspected 
to have been, offered with an expectation that a business advantage will be 
provided by the Council in return

 retaliate against or threaten a person who has refused to commit an act of 
bribery or who has raised concerns under this policy and

 engage in any activity in breach of this policy

2. Gifts and Hospitality

2.1. This policy is not intended to change the requirements of the Council’s Gifts 
and Hospitality policies and procedures. This is contained in the Kent Code and 
in the Members Code of Conduct in the Council’s Constitution. The guidelines 
clearly set out the restrictions on accepting gifts and hospitality, the need to 
inform the manager and the need to register any approved gifts that are 
retained.

2.2. If there is any doubt about whether an invitation or gift should be accepted then 
the offer should be refused. Each Corporate Director is required to review their 
respective Gifts and Hospitality registers at least annually. The Corporate 
Director of Finance and Procurement will ensure that reminders on this subject 
and the need for officers to complete a Register of Interests form are sent out 
every year.

2.3. The procedures for Members’ registers of interest are set out in the Members’ 
Code of Conduct.

3. Public Contracts

3.1. Under the Public Contracts Regulations 2015 (which gives effect to EU law in 
the UK) a company is automatically and perpetually debarred from competing 
for public contracts where it is convicted of a corruption offence. It is 
understood that there are no plans to amend the 2006 regulations for these to 
include the crime of failure to prevent bribery. Organisations that are convicted 
of failing to prevent bribery are not automatically barred from participating in 
tenders for public contracts. The Council will use its discretion as to whether to 
exclude organisations convicted of this offence and any instances where this is 
the case will be reported to the Corporate Management Team for a decision.

4. Member, staff and partner Responsibilities

4.1. The prevention, detection and reporting of bribery and other forms of corruption 
are the responsibility of all those working for the Council or acting for or on its 
behalf. All Members, staff, volunteers and partners are required to avoid activity 
that breaches this policy. Adherence to the policy is mandatory.

4.2. Members, staff, volunteers and partners must:



 Ensure that they have read, understood and comply with the Bribery Act Policy. 

 Raise concerns as soon as possible if they believe or suspect that a conflict with 
this policy has occurred, or may occur in the future.

4.3. In addition to the possibility of criminal prosecution, members of staff who 
breach the policy will face disciplinary action, which could result in dismissal for 
gross misconduct.

5. Raising a concern

5.1. Staff are encouraged to raise any concerns with their manager. In addition, the 
Council has published a Whistleblowing Procedure. This provides information 
on the courses of action available to report serious concerns (including bribery) 
in confidence. Members, staff or partners who refuse to accept the offer of a 
bribe may worry about the repercussions. The Council aims to encourage 
openness and will support anyone who raises a genuine concern in good faith 
under this policy, even if they turn out to be mistaken.

5.2. The Council is committed to ensuring that nobody suffers detrimental treatment 
through refusing to take part in bribery.

6. Review of the Bribery Act Policy

6.1. It is the responsibility of the Corporate Director of Finance and Procurement to 
routinely refresh, review and reinforce this policy and its underlying principles 
and guidelines. All members of staff are responsible for reading and 
understanding this policy which will also form part of the induction programme.

7. Other relevant policies

7.1. The following policies, procedure documents and codes of conduct should be 
read in conjunction with the Bribery Act Policy:

 Constitution

 Anti-Fraud and Corruption Policy

 Anti-Money Laundering Policy

 Whistleblowing Procedure

 Kent Code

 Disciplinary Procedure

 Members Code of Conduct

 Spending the Council’s Money


